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Preface 
The​ ​act​ ​of​ ​troubleshooting​ ​is​ ​both​ ​an​ ​art​ ​and​ ​a​ ​science.​ ​The​ ​constant​ ​effort​ ​of​ ​our​ ​technical 
support​ ​teams​ ​has​ ​been​ ​to​ ​demystify​ ​the​ ​art​ ​and​ ​expose​ ​the​ ​science​ ​behind​ ​problem 
identification​ ​and​ ​resolution.​ ​The​ ​value​ ​of​ ​this​ ​demystification​ ​is​ ​apparent​ ​to​ ​all​ ​the​ ​people 
involved.  
‎ For​ ​customers​ ​using​ ​a​ ​service​ ​or​ ​a​ ​platform,​ ​it​ ​means​ ​quick​ ​and​ ​more​ ​effective 

solutions,​ ​and​ ​in​ ​many​ ​cases​ ​greater​ ​independence​ ​in​ ​solving​ ​problems​ ​- 
euphemistically​ ​termed​ ​as​ ​Self​ ​Serve.  

‎ For​ ​Product​ ​Development​ ​and​ ​Support​ ​teams,​ ​it​ ​means​ ​a​ ​scalable​ ​and​ ​more 
efficient​ ​model​ ​of​ ​assisting​ ​customers​ ​and​ ​partnering​ ​in​ ​their​ ​success. 

 
The​ ​Apigee​ ​Support​ ​team​ ​at​ ​Google​ ​constantly​ ​strives​ ​for​ ​this​ ​win-win​ ​situation​ ​through 
collaborative​ ​partnership​ ​with​ ​our​ ​customers.​ ​We​ ​offer​ ​this​ ​guide​ ​as​ ​the​ ​first​ ​step​ ​in 
demystifying​ ​the​ ​troubleshooting​ ​process​ ​for​ ​the​ ​Apigee​ ​Edge​ ​platform. 
 
Specifically,​ ​this​ ​document​ ​aids​ ​in​ ​troubleshooting​ ​problems​ ​that​ ​might​ ​occur​ ​with​ ​API 
requests​ ​flowing​ ​through​ ​Apigee​ ​​Edge​ ​for​ ​Private​ ​Cloud​ ​Release​ ​4.17.01​ ​or​ ​higher​.​ ​​ ​The 
document​ ​provides​ ​a​ ​description​ ​of​ ​tools,​ ​commands,​ ​and​ ​APIs​ ​that​ ​can​ ​help​ ​in​ ​analyzing 
a​ ​problem.​ ​​ ​It​ ​also​ ​provides​ ​information​ ​about​ ​properties​ ​that​ ​can​ ​be​ ​configured​ ​to​ ​get 
desired​ ​behaviour​ ​or​ ​optimum​ ​performance. 
 

Apigee​ ​Edge 
Apigee​ ​Edge​ ​is​ ​a​ ​platform​ ​for​ ​developing​ ​and​ ​managing​ ​API​ ​proxies.​ ​Think​ ​of​ ​a​ ​proxy​ ​as 
an​ ​abstraction​ ​layer​ ​that​ ​"fronts"​ ​your​ ​backend​ ​service​ ​APIs​ ​and​ ​provides​ ​value-added 
features​ ​like​ ​security,​ ​rate​ ​limiting,​ ​quotas,​ ​analytics,​ ​and​ ​more. 
 

Why​ ​Did​ ​We​ ​Write​ ​This​ ​Guide 
For​ ​many​ ​years,​ ​we​ ​have​ ​had​ ​the​ ​privilege​ ​of​ ​supporting​ ​hundreds​ ​of​ ​our​ ​customers​ ​who 
have​ ​used​ ​the​ ​Apigee​ ​Edge​ ​platform​ ​as​ ​a​ ​part​ ​of​ ​their​ ​Digital​ ​Transformation​ ​journey. 
During​ ​this​ ​time,​ ​we​ ​have​ ​gained​ ​knowledge​ ​and​ ​key​ ​perspectives​ ​on​ ​common​ ​issues​ ​that 
customers​ ​face​ ​when​ ​using​ ​the​ ​Apigee​ ​Edge​ ​Private​ ​Cloud​ ​and​ ​the​ ​diagnostics​ ​that​ ​are 
most​ ​useful​ ​to​ ​troubleshoot​ ​these​ ​issues. 
 

 
Ƽ!Ƽ)d*3128Ƽ!ƼBqjhffƼ!ƼDpsq/Ƽ!ƼBmmƼ!ƼSjhiutƼ!ƼSftfswfe 7 



 
 

 

We​ ​have​ ​captured​ ​these​ ​insights​ ​in​ ​this​ ​guide​ ​and​ ​hope​ ​they​ ​will​ ​​help​ ​you​ ​troubleshoot 
and​ ​resolve​ ​issues​ ​without​ ​having​ ​to​ ​contact​ ​Apigee​ ​customer​ ​support. 
 
While​ ​our​ ​customer​ ​support​ ​teams​ ​remain​ ​available​ ​to​ ​assist​ ​you,​ ​this​ ​guide​ ​will​ ​help​ ​you 
to:  

- Determine​ ​the​ ​source​ ​of​ ​issues  
- Solve​ ​issues​ ​independently​ ​wherever​ ​feasible 
- Perform​ ​the​ ​relevant​ ​diagnostics​ ​so​ ​that​ ​support​ ​teams​ ​can​ ​help​ ​resolve​ ​issues 

quicker 
 
If​ ​you​ ​are​ ​able​ ​to​ ​troubleshoot​ ​and​ ​resolve​ ​a​ ​majority​ ​of​ ​issues​ ​that​ ​you​ ​encounter​ ​on 
Apigee​ ​Edge​ ​using​ ​this​ ​guide,​ ​we​ ​would​ ​consider​ ​our​ ​mission​ ​accomplished.  
 

Who​ ​Should​ ​Use​ ​This​ ​Guide 
The​ ​target​ ​audience​ ​for​ ​this​ ​document​ ​comprises​ ​developers​ ​who​ ​are​ ​working​ ​with​ ​Apigee 
Edge​ ​for​ ​Private​ ​Cloud​ ​Release​ ​4.17.01​ ​or​ ​higher​,​ ​as​ ​well​ ​as​ ​support​ ​or​ ​administration 
personnel​ ​who​ ​maintain​ ​infrastructure​ ​and​ ​datastores​ ​that​ ​are​ ​associated​ ​with​ ​Apigee 
Edge. 
 
This​ ​document​ ​is​ ​intended​ ​for​ ​readers​ ​with​ ​a​ ​high-level​ ​understanding​ ​of​ ​Apigee​ ​Edge​ ​and 
its​ ​architecture,​ ​as​ ​well​ ​as​ ​some​ ​understanding​ ​of​ ​basic​ ​Edge​ ​concepts​ ​such​ ​as​ ​policies, 
analytics,​ ​monetization,​ ​and​ ​datastores​ ​such​ ​as​ ​Cassandra​ ​and​ ​Postgres.​ ​In​ ​addition,​ ​it​ ​is 
assumed​ ​that​ ​the​ ​reader​ ​is​ ​reasonably​ ​proficient​ ​with​ ​the​ ​operating​ ​system​ ​where​ ​Apigee 
Edge​ ​is​ ​installed. 
 

How​ ​This​ ​Guide​ ​Is​ ​Organized 
This​ ​Troubleshooting​ ​Guide​ ​has​ ​been​ ​categorized​ ​into​ ​four​ ​parts: 
 
PART​ ​1​ ​-​ ​Troubleshooting 
 
‎ This​ ​part​ ​introduces​ ​general​ ​debugging​ ​techniques​ ​such​ ​as​ ​using​ ​trace​ ​and​ ​debug 

sessions​ ​in​ ​Apigee​ ​Edge. 
‎ It​ ​also​ ​contains​ ​procedures​ ​to​ ​try​ ​when​ ​you​ ​encounter​ ​a​ ​problem​ ​with​ ​your​ ​APIs​ ​at 

runtime​ ​or​ ​during​ ​deployment,​ ​or​ ​any​ ​problem​ ​with​ ​analytics,​ ​developer​ ​portal, 
monetization,​ ​OpenLDAP,​ ​or​ ​ZooKeeper. 
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PART​ ​2​ ​-​ ​Commands​ ​Quick​ ​Reference 
 
‎ This​ ​part​ ​provides​ ​information​ ​about​ ​some​ ​of​ ​the​ ​commonly​ ​used​ ​commands​ ​to 

start​ ​and​ ​​ ​stop​ ​Edge​ ​components,​ ​SQL​ ​queries​ ​in​ ​Postgres,​ ​and​ ​Cassandra 
datastores,​ ​or​ ​get​ ​information​ ​from​ ​ZooKeeper. 

 
 
PART​ ​3​ ​-​ ​APIs​ ​Quick​ ​Reference 
 
‎ This​ ​part​ ​provides​ ​information​ ​about​ ​some​ ​of​ ​the​ ​commonly​ ​used​ ​management 

APIs​ ​to​ ​get​ ​information​ ​about​ ​Edge​ ​entities,​ ​servers,​ ​or​ ​analytics. 
 
 
PART​ ​4​ ​-​ ​Properties 
 
‎ This​ ​part​ ​provides​ ​information​ ​about​ ​some​ ​of​ ​the​ ​important​ ​properties​ ​that​ ​can​ ​be 

configured​ ​on​ ​Edge​ ​components​ ​to​ ​get​ ​desired​ ​behaviour​ ​or​ ​optimum 
performance. 
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PART​ ​1​ ​-​ ​Troubleshooting 
 

General​ ​Edge​ ​Troubleshooting 
This​ ​section​ ​does​ ​not​ ​describe​ ​how​ ​to​ ​solve​ ​a​ ​specific​ ​problem,​ ​but​ ​describes​ ​three 
general-purpose​ ​tools​ ​that​ ​can​ ​help​ ​you​ ​with​ ​many​ ​different​ ​problems: 
 

● UI​ ​Trace 
● Debug​ ​Sessions 
● Component​ ​Logs 

 

UI​ ​Trace 
UI​ ​Trace​ ​is​ ​a​ ​tool​ ​for​ ​troubleshooting​ ​and​ ​monitoring​ ​API​ ​proxies​ ​running​ ​on​ ​Apigee​ ​Edge. 
Trace​ ​lets​ ​you​ ​probe​ ​the​ ​details​ ​of​ ​each​ ​step​ ​through​ ​an​ ​API​ ​proxy​ ​flow.  
 
With​ ​Trace,​ ​you​ ​can​ ​record​ ​and​ ​inspect​ ​each​ ​step​ ​in​ ​the​ ​API​ ​proxy​ ​transaction.​ ​For 
example,​ ​you​ ​can​ ​view​ ​flow​ ​variables​ ​before​ ​and​ ​after​ ​a​ ​policy​ ​executes,​ ​inspect​ ​the 
request​ ​and​ ​response​ ​payloads,​ ​view​ ​headers​ ​and​ ​query​ ​parameters,​ ​and​ ​more. 
 
The​ ​Trace​ ​tool​ ​has​ ​two​ ​modes:  
 

● Online​ ​mode​ ​where​ ​you​ ​make​ ​a​ ​request​ ​to​ ​an​ ​API​ ​proxy​ ​and​ ​then​ ​inspect​ ​the 
results​ ​right​ ​away.​ ​You​ ​can​ ​make​ ​several​ ​calls​ ​to​ ​the​ ​proxy​ ​before​ ​examining​ ​the 
trace.  
 
One​ ​Trace​ ​session​ ​can​ ​support​ ​10​ ​request/response​ ​transactions​ ​per​ ​Message 
Processor.​ ​With​ ​two​ ​Messages​ ​Processors​ ​handling​ ​traffic,​ ​20​ ​request/response 
transactions​ ​are​ ​supported.​ ​A​ ​trace​ ​session​ ​automatically​ ​stops​ ​after​ ​10​ ​minutes​ ​if 
you​ ​don't​ ​manually​ ​stop​ ​it.  

 
● The​ ​Offline​ ​Trace​ ​tool​ ​lets​ ​you​ ​view​ ​and​ ​analyze​ ​trace​ ​sessions​ ​that​ ​were 

previously​ ​saved.​ ​A​ ​saved​ ​trace​ ​session​ ​is​ ​essentially​ ​a​ ​"recording"​ ​of​ ​a​ ​trace 
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session,​ ​and​ ​can​ ​be​ ​useful​ ​for​ ​cases​ ​where​ ​troubleshooting​ ​and​ ​further​ ​analysis 
is​ ​required.​ ​The​ ​UI​ ​for​ ​the​ ​Offline​ ​Trace​ ​tool​ ​is​ ​similar​ ​to​ ​the​ ​"live"​ ​Trace​ ​tool. 

 
 
The​ ​trace​ ​tool​ ​has​ ​two​ ​main​ ​parts: 
 

● The​ ​transaction​ ​map​​ ​uses​ ​icons​ ​to​ ​mark​ ​each​ ​notable​ ​step​ ​that​ ​occurs​ ​during​ ​an 
API​ ​proxy​ ​transaction,​ ​including​ ​policy​ ​execution,​ ​conditional​ ​steps,​ ​and​ ​transitions. 
Hover​ ​over​ ​any​ ​icon​ ​to​ ​see​ ​summary​ ​information.​ ​The​ ​request​ ​flow​ ​steps​ ​appear 
along​ ​the​ ​top​ ​of​ ​the​ ​transaction​ ​map​ ​and​ ​response​ ​flow​ ​steps​ ​along​ ​the​ ​bottom. 
 
Here's​ ​a​ ​sample​ ​transaction​ ​map​ ​with​ ​the​ ​main​ ​proxy​ ​processing​ ​segments 
labeled: 

 
For​ ​a​ ​complete​ ​description​ ​of​ ​all​ ​symbols​ ​shown​ ​in​ ​the​ ​trace​ ​window​ ​above,​ ​see 
Transaction​ ​map​ ​icons​. 

 
● The​ ​phase​ ​details​​ ​section​ ​of​ ​the​ ​tool​ ​lists​ ​information​ ​about​ ​the​ ​proxy's​ ​internal 

processing,​ ​including​ ​variables​ ​that​ ​were​ ​set​ ​or​ ​read,​ ​request​ ​and​ ​response 
headers,​ ​and​ ​much​ ​more.​ ​Click​ ​any​ ​icon​ ​to​ ​see​ ​the​ ​phase​ ​details​ ​for​ ​that​ ​step. 
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Here's​ ​a​ ​sample​ ​of​ ​the​ ​phase​ ​details: 

 
For​ ​a​ ​complete​ ​description​ ​of​ ​all​ ​information​ ​shown​ ​in​ ​the​ ​phase​ ​details​ ​above,​ ​see 
Understanding​ ​the​ ​phase​ ​details​. 

 

References 
Watch​ ​a​ ​video​ ​for​ ​an​ ​introduction​ ​to​ ​the​ ​Trace​ ​tool 
Using​ ​the​ ​Trace​ ​tool 
Using​ ​the​ ​Offline​ ​Trace​ ​tool 
 

Debug​ ​Sessions 
A​ ​debug​ ​session​ ​records​ ​detailed​ ​information​ ​for​ ​each​ ​step​ ​in​ ​the​ ​API​ ​proxy​ ​transaction, 
such​ ​as​ ​flow​ ​variables​ ​before​ ​and​ ​after​ ​a​ ​policy​ ​executes,​ ​request​ ​and​ ​response​ ​payloads, 
headers​ ​and​ ​query​ ​parameters,​ ​and​ ​more.  
 
The​ ​data​ ​generated​ ​by​ ​a​ ​debug​ ​session​ ​is​ ​the​ ​same​ ​data​ ​that​ ​is​ ​used​ ​to​ ​generate​ ​the​ ​UI 
Trace​ ​display​ ​in​ ​the​ ​Edge​ ​UI.​ ​See​ ​​UI​ ​Trace​​ ​for​ ​more.​ ​The​ ​difference​ ​is​ ​that​ ​debug​ ​data​ ​is 
returned​ ​to​ ​you​ ​as​ ​an​ ​XML​ ​or​ ​JSON​ ​object​ ​that​ ​contains​ ​all​ ​the​ ​debug​ ​data​ ​for​ ​one​ ​call​ ​to 
an​ ​API​ ​proxy.  
 
By​ ​default,​ ​a​ ​debug​ ​session​ ​captures​ ​a​ ​maximum​ ​of​ ​10​ ​messages​ ​per​ ​Message​ ​Processor 
for​ ​a​ ​10​ ​minute​ ​interval,​ ​whichever​ ​comes​ ​first.​ ​For​ ​example,​ ​if​ ​you​ ​have​ ​two​ ​Message 
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Processors,​ ​the​ ​the​ ​message​ ​maximum​ ​is​ ​20​ ​for​ ​a​ ​10​ ​minute​ ​interval.​ ​However,​ ​you​ ​can 
optionally​ ​extend​ ​the​ ​duration​ ​of​ ​the​ ​debug​ ​session. 
 
The​ ​following​ ​procedure​ ​describes​ ​how​ ​to​ ​create​ ​a​ ​debug​ ​session: 
 

1. Use​ ​the​ ​​Create​ ​a​ ​debug​ ​session​ ​API​​ ​to​ ​create​ ​a​ ​debug​ ​session,​ ​specifying​ ​the​ ​API 
proxy​ ​and​ ​environment​ ​that​ ​you​ ​want​ ​to​ ​debug.​ ​Once​ ​created,​ ​all​ ​calls​ ​to​ ​the​ ​API 
proxy​ ​generate​ ​debug​ ​data. 
 
Alternatively,​ ​you​ ​can​ ​create​ ​a​ ​debug​ ​session​ ​that​ ​captures​ ​only​ ​API​ ​calls​ ​with 
specific​ ​query​ ​parameters​ ​and/or​ ​HTTP​ ​headers.​ ​Filtering​ ​is​ ​particularly​ ​useful​ ​for 
troubleshooting.​ ​For​ ​more​ ​information,​ ​see​ ​​Create​ ​a​ ​debug​ ​session​ ​with​ ​a​ ​filter​. 
 

2. Make​ ​a​ ​request​ ​to​ ​a​ ​deployed​ ​API​ ​proxy.​ ​Each​ ​call​ ​to​ ​the​ ​API​ ​proxy​ ​creates​ ​a 
debug​ ​object​ ​with​ ​a​ ​unique​ ​ID. 
 

3. Use​ ​the​ ​​Get​ ​debug​ ​session​ ​transaction​ ​IDs​​ ​API​ ​to​ ​get​ ​a​ ​list​ ​of​ ​all​ ​debug​ ​IDs​ ​for​ ​the 
debug​ ​session. 
 

4. Use​ ​the​ ​​Get​ ​debug​ ​session​ ​transaction​ ​data​​ ​API​ ​to​ ​retrieve​ ​the​ ​debug​ ​data 
associated​ ​with​ ​a​ ​specific​ ​debug​ ​ID. 
 

5. Call​ ​the​ ​​Delete​ ​debug​ ​session​​ ​API​ ​to​ ​explicitly​ ​close​ ​the​ ​debug​ ​session.​ ​Closing 
the​ ​debug​ ​session​ ​discards​ ​all​ ​the​ ​associated​ ​data. 
 
Alternatively,​ ​all​ ​data​ ​is​ ​discarded​ ​when​ ​the​ ​debug​ ​session​ ​expires. 

Component​ ​Logs 
Apigee​ ​Edge​ ​is​ ​comprised​ ​of​ ​multiple​ ​processes,​ ​each​ ​of​ ​which​ ​emits​ ​messages​ ​into​ ​a 
system​ ​log.​ ​You​ ​can​ ​examine​ ​the​ ​logs​ ​to​ ​obtain​ ​information​ ​about​ ​the​ ​operation​ ​of​ ​the 
specific​ ​process,​ ​for​ ​example​ ​the​ ​management​ ​server,​ ​the​ ​UI​ ​server,​ ​or​ ​the​ ​message 
processor​ ​itself. 
 
The​ ​log​ ​files​ ​for​ ​each​ ​component​ ​are​ ​contained​ ​in​ ​the​ ​​/opt/apigee/var/log ​​ ​directory 
on​ ​the​ ​node​ ​hosting​ ​the​ ​component.​ ​Each​ ​component​ ​has​ ​its​ ​own​ ​subdirectory.​ ​For 
example,​ ​the​ ​logs​ ​for​ ​the​ ​Management​ ​Server​ ​are​ ​in​ ​the​ ​directory: 
 
/opt/apigee/var/log/edge-management-server 
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By​ ​default,​ ​Edge​ ​components​ ​use​ ​a​ ​logging​ ​level​ ​of​ ​INFO.​ ​However,​ ​you​ ​can​ ​set​ ​the 
logging​ ​level​ ​for​ ​each​ ​Edge​ ​component.​ ​The​ ​available​ ​log​ ​levels​ ​are:​ ​ALL,​ ​DEBUG, 
ERROR,​ ​FATAL,​ ​INFO,​ ​OFF,​ ​TRACE,​ ​WARN. 
 
To​ ​set​ ​the​ ​log​ ​level​ ​for​ ​the​ ​component,​ ​you​ ​have​ ​to​ ​edit​ ​the​ ​component's​ ​properties​ ​file​ ​to 
set​ ​a​ ​token,​ ​then​ ​restart​ ​the​ ​components.​ ​For​ ​example,​ ​you​ ​might​ ​want​ ​to​ ​set​ ​it​ ​to​ ​DEBUG 
for​ ​the​ ​Message​ ​Processor​ ​and​ ​to​ ​ERROR​ ​for​ ​the​ ​Management​ ​Server. 
 
For​ ​information​ ​on​ ​setting​ ​log​ ​levels,​ ​see​ ​​Setting​ ​the​ ​log​ ​level​ ​for​ ​an​ ​Edge​ ​component​. 
 
The​ ​following​ ​table​ ​lists​ ​the​ ​location​ ​of​ ​the​ ​log​ ​files​ ​on​ ​a​ ​node​ ​for​ ​each​ ​component​ ​installed 
on​ ​the​ ​node: 
 

Components Location 

Management​ ​Server /opt/apigee/var/log/edge-management-server 

Router /opt/apigee/var/log/edge-router 

 

The​ ​Edge​ ​Router​ ​is​ ​implemented​ ​by​ ​using​ ​Nginx.​ ​The​ ​Nginx 
logs​ ​are​ ​available​ ​in: 
 

/opt/apigee/var/log/edge-router/nginx  

/opt/nginx/logs 

Message​ ​Processor  /opt/apigee/var/log/edge-message-processor 

Apigee​ ​Qpid​ ​Server  /opt/apigee/var/log/edge-qpid-server 

Apigee​ ​Postgres​ ​Server  /opt/apigee/var/log/edge-postgres-server 

Edge​ ​UI  /opt/apigee/var/log/edge-ui 

ZooKeeper /opt/apigee/var/log/apigee-zookeeper 

OpenLDAP /opt/apigee/var/log/apigee-openldap 

Cassandra /opt/apigee/var/log/apigee-cassandra 
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Qpidd /opt/apigee/var/log/apigee-qpidd 

PostgreSQL​ ​database /opt/apigee/var/log/apigee-postgresql 

 

References 
Log​ ​files 
Setting​ ​the​ ​log​ ​level​ ​for​ ​an​ ​Edge​ ​component 
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Troubleshooting​ ​Runtime​ ​Problems 
 
This​ ​section​ ​provides​ ​information​ ​and​ ​guidance​ ​on​ ​troubleshooting​ ​some​ ​commonly 
observed​ ​runtime​ ​problems​ ​such​ ​as​ ​5XX​ ​Errors​ ​and​ ​SSL​ ​handshake​ ​failures​ ​in​ ​Apigee 
Edge. 
 

500​ ​Internal​ ​Server​ ​Error 
 
Description 
 
The​ ​client​ ​application​ ​gets​ ​an​ ​HTTP​ ​status​ ​code​ ​of​ ​​500​ ​​with​ ​the​ ​message​ ​​“Internal 
Server​ ​Error”​​ ​as​ ​a​ ​response​ ​for​ ​API​ ​calls.​ ​The​ ​500​ ​Internal​ ​Server​ ​error​ ​could​ ​be​ ​caused 
by​ ​an​ ​error​ ​during​ ​the​ ​execution​ ​of​ ​any​ ​policy​ ​within​ ​Edge​ ​or​ ​by​ ​an​ ​error​ ​on​ ​the 
target/backend​ ​server. 
 
Error​ ​Messages 
 
You​ ​may​ ​get​ ​the​ ​following​ ​error​ ​message: 

 
 
In​ ​some​ ​cases,​ ​you​ ​may​ ​observe​ ​another​ ​error​ ​message​ ​which​ ​has​ ​more​ ​details.​ ​Here​ ​is​ ​a 
sample​ ​error​ ​message: 
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Overview​ ​of​ ​500​ ​Internal​ ​Server​ ​Error 
 
The​ ​HTTP​ ​status​ ​code​ ​500​ ​is​ ​a​ ​generic​ ​error​ ​response.​ ​It​ ​means​ ​​that​ ​the​ ​server 
encountered​ ​an​ ​unexpected​ ​condition​ ​that​ ​prevented​ ​it​ ​from​ ​fulfilling​ ​the​ ​request.​​ ​This 
error​ ​is​ ​usually​ ​returned​ ​by​ ​the​ ​server​ ​when​ ​no​ ​other​ ​error​ ​code​ ​is​ ​suitable. 
 
 
Causes 
 
The​ ​500​ ​Internal​ ​Server​ ​Error​ ​could​ ​be​ ​thrown​ ​due​ ​to​ ​a​ ​number​ ​of​ ​different​ ​causes.​ ​In 
Edge,​ ​the​ ​causes​ ​can​ ​be​ ​classified​ ​into​ ​two​ ​main​ ​categories​ ​based​ ​on​ ​where​ ​the​ ​error 
occurred: 
 

Location​ ​of​ ​Error Details 

Execution​ ​Error​ ​in​ ​an​ ​Edge​ ​Policy A​ ​​Policy​​ ​within​ ​the​ ​API​ ​proxy​ ​may​ ​fail​ ​for​ ​some​ ​reason. 

Error​ ​in​ ​the​ ​Backend​ ​Server The​ ​backend​ ​server​ ​may​ ​fail​ ​for​ ​some​ ​reason. 

 
Let’s​ ​now​ ​look​ ​at​ ​how​ ​to​ ​diagnose​ ​the​ ​situation​ ​further​ ​to​ ​determine​ ​the​ ​cause​ ​of​ ​the​ ​issue. 
 
Determine​ ​whether​ ​the​ ​error​ ​occurred​ ​in​ ​a​ ​policy​ ​or​ ​in​ ​the​ ​backend​ ​server 
 
As​ ​a​ ​first​ ​step,​ ​use​ ​one​ ​of​ ​the​ ​following​ ​procedures​ ​to​ ​determine​ ​if​ ​the​ ​500​ ​Internal​ ​Server 
Error​ ​was​ ​thrown​ ​during​ ​the​ ​execution​ ​of​ ​a​ ​policy​ ​within​ ​the​ ​API​ ​proxy​ ​or​ ​by​ ​the​ ​backend 
server. 
 
Procedure​ ​1:​ ​Using​ ​Trace​ ​in​ ​UI 
 

1. If​ ​the​ ​issue​ ​is​ ​still​ ​active,​ ​enable​ ​the​ ​trace​ ​in​ ​UI​ ​for​ ​the​ ​affected​ ​API. 
 

2. Once​ ​you​ ​have​ ​captured​ ​the​ ​trace,​ ​select​ ​the​ ​API​ ​request​ ​that​ ​shows​ ​the​ ​response 
code​ ​as​ ​500. 
 

3. Navigate​ ​through​ ​all​ ​the​ ​phases​ ​of​ ​the​ ​failing​ ​API​ ​request​ ​and​ ​check​ ​which​ ​phase 
returns​ ​the​ ​500​ ​Internal​ ​Server​ ​Error:  

a. If​ ​the​ ​error​ ​is​ ​thrown​ ​during​ ​the​ ​execution​ ​of​ ​a​ ​policy,​ ​then​ ​proceed​ ​to 
Execution​ ​Error​ ​in​ ​an​ ​Edge​ ​Policy​.  
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b. If​ ​the​ ​backend​ ​server​ ​has​ ​responded​ ​back​ ​with​ ​500​ ​Internal​ ​Server,​ ​then 
proceed​ ​to​ ​​Error​ ​in​ ​the​ ​Backend​ ​Server​. 

 
Procedure​ ​2:​ ​Using​ ​Nginx​ ​Access​ ​Logs 
 
You​ ​can​ ​also​ ​refer​ ​to​ ​Nginx​ ​Access​ ​logs​ ​to​ ​determine​ ​whether​ ​the​ ​500​ ​status​ ​code​ ​was 
thrown​ ​during​ ​the​ ​execution​ ​of​ ​a​ ​policy​ ​within​ ​the​ ​API​ ​proxy​ ​or​ ​by​ ​the​ ​backend​ ​server. 
This​ ​is​ ​particularly​ ​useful​ ​if​ ​the​ ​issue​ ​has​ ​occurred​ ​in​ ​the​ ​past​ ​or​ ​if​ ​the​ ​issue​ ​is​ ​intermittent 
and​ ​you​ ​are​ ​unable​ ​to​ ​capture​ ​the​ ​trace​ ​in​ ​UI.​ ​Use​ ​the​ ​following​ ​steps​ ​to​ ​determine​ ​this 
information​ ​from​ ​Nginx​ ​access​ ​logs: 
 

1. Check​ ​the​ ​Nginx​ ​access​ ​logs 
(​/opt/apigee/var/log/edge-router/nginx/<org>~<env>.<port#>_a
ccess_log ​). 

 
2. Search​ ​if​ ​there​ ​are​ ​any​ ​500​ ​Errors​ ​for​ ​the​ ​specific​ ​API​ ​proxy​ ​at​ ​the​ ​specific 

duration. 
 

3. If​ ​there​ ​are​ ​any​ ​500​ ​Errors,​ ​then​ ​check​ ​if​ ​the​ ​error​ ​is​ ​a​ ​policy​ ​or​ ​a​ ​target​ ​server 
error,​ ​as​ ​shown​ ​below: 

 
Sample​ ​Entry​ ​showing​ ​a​ ​Policy​ ​Error 
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Sample​ ​Entry​ ​showing​ ​a​ ​Target​ ​Server​ ​Error 

 
 

4. Once​ ​you’ve​ ​identified​ ​whether​ ​it​ ​is​ ​a​ ​policy​ ​or​ ​target​ ​server​ ​error: 
a. Proceed​ ​to​ ​​Execution​ ​Error​ ​in​ ​an​ ​Edge​ ​Policy​​ ​if​ ​it​ ​is​ ​a​ ​policy​ ​error. 
b. Proceed​ ​to​ ​​Error​ ​in​ ​Backend​ ​Server​​ ​if​ ​it​ ​is​ ​a​ ​target​ ​server​ ​error. 

 

Execution​ ​Error​ ​in​ ​an​ ​Edge​ ​Policy 
 
Steps​ ​to​ ​Diagnose 
 
If​ ​you​ ​have​ ​confirmed​ ​that​ ​one​ ​of​ ​the​ ​policies​ ​within​ ​the​ ​API​ ​proxy​ ​has​ ​failed,​ ​then​ ​perform 
the​ ​following​ ​steps: 

 
1. If​ ​you​ ​have​ ​the​ ​trace​ ​UI​ ​session​ ​for​ ​the​ ​error,​ ​then:  

a. Select​ ​the​ ​API​ ​request​ ​that​ ​is​ ​failing​ ​with​ ​500​ ​Internal​ ​Server​ ​Error​ ​in​ ​the 
trace. 

b. Examine​ ​the​ ​request​ ​and​ ​select​ ​the​ ​specific​ ​policy​ ​that​ ​has​ ​failed​ ​​or​ ​the​ ​flow 
named​ ​"Error"​ ​that​ ​is​ ​immediately​ ​following​ ​the​ ​failed​ ​policy​ ​in​ ​the​ ​trace. 

c. Get​ ​more​ ​details​ ​about​ ​the​ ​error​ ​either​ ​by​ ​checking​ ​the​ ​“error”​ ​field​ ​under 
the​ ​Properties​ ​section​ ​or​ ​the​ ​Error​ ​content. 

d. Using​ ​the​ ​details​ ​you’ve​ ​collected​ ​about​ ​the​ ​error,​ ​try​ ​to​ ​​ ​determine​ ​its 
cause. 

e. Fix​ ​the​ ​issue​ ​with​ ​the​ ​policy,​ ​if​ ​possible. 
 

2. If​ ​you​ ​don’t​ ​have​ ​the​ ​trace​ ​UI​ ​session,​ ​then: 
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a. Use​ ​the​ ​Nginx​ ​access​ ​logs​ ​as​ ​explained​ ​in​ ​the​ ​previous​ ​section​ ​to 
determine​ ​the​ ​failing​ ​policy​ ​in​ ​the​ ​API​ ​proxy​ ​and​ ​also​ ​the​ ​unique​ ​request 
message​ ​id 

b. Check​ ​the​ ​Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/system
.log ​)​ ​and​ ​search​ ​for​ ​the​ ​unique​ ​request​ ​message​ ​id​ ​in​ ​it. 

c. If​ ​you​ ​do​ ​find​ ​the​ ​unique​ ​request​ ​message​ ​ID,​ ​see​ ​if​ ​you​ ​can​ ​get​ ​more 
information​ ​about​ ​the​ ​cause​ ​for​ ​the​ ​failure. 

d. Fix​ ​the​ ​issue​ ​with​ ​the​ ​policy,​ ​if​ ​possible. 
 
Since​ ​500​ ​Internal​ ​Server​ ​Error​ ​can​ ​be​ ​caused​ ​for​ ​different​ ​reasons,​ ​the​ ​following 
examples​ ​illustrate​ ​how​ ​to​ ​determine​ ​the​ ​cause​ ​and​ ​resolution​ ​for​ ​different​ ​types​ ​of​ ​issues. 
 
Example​ ​1:​ ​Failure​ ​in​ ​Service​ ​Callout​ ​policy​ ​due​ ​to​ ​an​ ​error​ ​in​ ​the​ ​backend​ ​server 
 
If​ ​the​ ​call​ ​to​ ​the​ ​backend​ ​server​ ​fails​ ​within​ ​the​ ​Service​ ​Callout​ ​policy​ ​with​ ​any​ ​error​ ​such 
as​ ​4XX​ ​or​ ​5XX,​ ​then​ ​it​ ​will​ ​be​ ​treated​ ​as​ ​500​ ​Internal​ ​Server​ ​Error. 

 
1. Here’s​ ​an​ ​example​ ​where​ ​the​ ​backend​ ​service​ ​fails​ ​with​ ​a​ ​404​ ​error​ ​within​ ​the 

Service​ ​Callout​ ​policy.​ ​The​ ​following​ ​error​ ​message​ ​is​ ​sent​ ​to​ ​the​ ​end​ ​user: 

 
 

2. The​ ​following​ ​trace​ ​UI​ ​session​ ​shows​ ​500​ ​status​ ​code​ ​caused​ ​due​ ​to​ ​an​ ​error​ ​in 
Service​ ​Callout​ ​policy: 
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3. In​ ​this​ ​example,​ ​the​ ​“error”​ ​property​ ​lists​ ​the​ ​reason​ ​for​ ​the​ ​Service​ ​Callout​ ​policy 
failure​ ​as​ ​​“​ResponseCode​ ​404​ ​is​ ​treated​ ​as​ ​error”.​ ​​This​ ​error​ ​might​ ​occur​ ​if​ ​the 
resource​ ​being​ ​accessed​ ​via​ ​the​ ​backend​ ​server​ ​URL​ ​in​ ​the​ ​Service​ ​Callout​ ​policy 
is​ ​not​ ​available. 
 

4. Check​ ​the​ ​availability​ ​of​ ​the​ ​resource​ ​on​ ​the​ ​backend​ ​server.​ ​It​ ​might​ ​not​ ​be 
available​ ​temporarily/permanently​ ​or​ ​it​ ​might​ ​have​ ​been​ ​moved​ ​to​ ​a​ ​different 
location. 

 
 
Resolution 
 

1. Check​ ​the​ ​availability​ ​of​ ​the​ ​resource​ ​on​ ​the​ ​backend​ ​server.​ ​It​ ​might​ ​not​ ​be 
available​ ​temporarily/permanently​ ​or​ ​it​ ​might​ ​have​ ​been​ ​moved​ ​to​ ​a​ ​different 
location. 
 

2. Fix​ ​the​ ​backend​ ​server​ ​URL​ ​in​ ​the​ ​Service​ ​Callout​ ​policy. 
 
 
 
Example​ ​2:​ ​Failure​ ​in​ ​Extract​ ​Variables​ ​Policy 
 
Let’s​ ​now​ ​look​ ​at​ ​an​ ​example,​ ​where​ ​500​ ​Internal​ ​Server​ ​Error​ ​is​ ​caused​ ​due​ ​to​ ​an​ ​error​ ​in 
Extract​ ​Variables​ ​and​ ​see​ ​how​ ​to​ ​troubleshoot​ ​and​ ​resolve​ ​the​ ​issue. 
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1. The​ ​following​ ​trace​ ​in​ ​UI​ ​session​ ​shows​ ​500​ ​status​ ​code​ ​due​ ​to​ ​an​ ​error​ ​in​ ​Extract 
Variables​ ​policy: 

 
 

2. Select​ ​the​ ​failing​ ​Extract​ ​Variables​ ​policy,​ ​scroll​ ​down​ ​and​ ​look​ ​at​ ​the​ ​​“Error 
Content”​​ ​section​ ​for​ ​more​ ​details: 

 
 

3. The​ ​Error​ ​Content​ ​indicates​ ​that 
the​“​serviceCallout.oamCookieValidationResponse”​​ ​variable​​ ​​is​ ​not​ ​available​ ​in 
the​ ​Extract​ ​Variables​ ​policy. 
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As​ ​the​ ​name​ ​of​ ​the​ ​variable​ ​indicates,​ ​it​ ​is​ ​possible​ ​that​ ​the​ ​variable​ ​should​ ​have 
been​ ​set​ ​by​ ​the​ ​preceding​ ​Service​ ​Callout​ ​policy.  
 

4. If​ ​you​ ​check​ ​the​ ​Service​ ​Callout​ ​policy,​ ​you​ ​might​ ​find​ ​that​ ​the 
“​serviceCallout.oamCookieValidationResponse”​​ ​variable​ ​was​ ​not​ ​set.  
 
This​ ​indicates​ ​that​ ​the​ ​call​ ​to​ ​the​ ​backend​ ​service​ ​failed,​ ​resulting​ ​in​ ​an​ ​empty 
response​ ​variable. 
 

5. Though​ ​the​ ​Service​ ​Callout​ ​policy​ ​has​ ​failed,​ ​the​ ​execution​ ​of​ ​the​ ​policies​ ​after 
Service​ ​Callout​ ​policy​ ​continue​ ​because​ ​the​ ​“continueOnError”​ ​flag​ ​in​ ​the​ ​Service 
Callout​ ​policy​ ​is​ ​set​ ​to​ ​true. 
 

6. Note​ ​down​ ​the​ ​unique​ ​message​ ​id​ ​​“X-Apigee.Message-ID”​​ ​for​ ​this​ ​specific​ ​API 
request​ ​from​ ​the​ ​trace,​ ​as​ ​follows: 

a. Select​ ​the​ ​“Analytics​ ​Data​ ​Recorded”​ ​phase​ ​from​ ​the​ ​request. 
b. Scroll​ ​down​ ​and​ ​note​ ​the​ ​value​ ​of​ ​​X-Apigee.Message-ID. 

 
 

7. View​ ​the​ ​Message​ ​Processor​ ​log 
(​/opt/apigee/var/log/edge-message-processor/system.log ​)​ ​and 
search​ ​for​ ​the​ ​unique​ ​message​ ​id​ ​noted​ ​down​ ​in​ ​step​ ​#6.​ ​​ ​The​ ​following​ ​error 
message​ ​was​ ​observed​ ​for​ ​the​ ​specific​ ​API​ ​request: 
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The​ ​above​ ​error​ ​indicates​ ​that​ ​the​ ​Service​ ​Callout​ ​policy​ ​failed​ ​due​ ​to​ ​a​ ​connection 
timeout​ ​error​ ​while​ ​connecting​ ​to​ ​the​ ​backend​ ​server. 
 

8. To​ ​determine​ ​the​ ​cause​ ​for​ ​the​ ​connection​ ​timeout​ ​error,​ ​executed​ ​the​ ​​telnet 
command​ ​to​ ​the​ ​backend​ ​server​ ​from​ ​the​ ​Message​ ​Processor(s).​ ​​ ​The​ ​telnet 
command​ ​gave​ ​“Connection​ ​timed​ ​out”​ ​error​ ​as​ ​shown​ ​below: 

 
 
Typically,​ ​this​ ​error​ ​is​ ​observed​ ​under​ ​the​ ​following​ ​circumstances: 
‎ When​ ​the​ ​backend​ ​server​ ​is​ ​not​ ​configured​ ​to​ ​allow​ ​traffic​ ​from​ ​the​ ​Edge 

Message​ ​Processors. 
‎ If​ ​the​ ​backend​ ​server​ ​is​ ​not​ ​listening​ ​on​ ​the​ ​specific​ ​port. 

 
In​ ​the​ ​above​ ​illustrated​ ​example,​ ​though​ ​the​ ​Extract​ ​Variables​ ​policy​ ​failed,​ ​the 
actual​ ​cause​ ​was​ ​that​ ​Edge​ ​was​ ​unable​ ​to​ ​connect​ ​to​ ​the​ ​backend​ ​server​ ​in​ ​the 
Service​ ​Callout​ ​policy.​ ​And​ ​the​ ​cause​ ​for​ ​this​ ​failure​ ​was​ ​that​ ​the​ ​backend​ ​end 
server​ ​was​ ​not​ ​configured​ ​to​ ​allow​ ​traffic​ ​from​ ​the​ ​Edge​ ​Message​ ​Processors. 
 
 
Your​ ​own​ ​Extract​ ​Variables​ ​policy​ ​will​ ​behave​ ​differently​ ​and​ ​may​ ​fail​ ​for​ ​a​ ​different 
reason.​ ​​ ​You​ ​can​ ​troubleshoot​ ​the​ ​issue​ ​appropriately​ ​depending​ ​on​ ​the​ ​cause​ ​for 
failure​ ​of​ ​your​ ​Extract​ ​Variables​ ​policy​ ​by​ ​checking​ ​the​ ​message​ ​in​ ​the​ ​​error 
property.  
 
 

Resolution 
 

1. Fix​ ​the​ ​cause​ ​for​ ​error​ ​or​ ​failure​ ​in​ ​Extract​ ​Variables​ ​policy​ ​appropriately. 
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2. In​ ​the​ ​illustrated​ ​example​ ​above,​ ​the​ ​solution​ ​was​ ​to​ ​rectify​ ​the​ ​network 
configuration​ ​to​ ​allow​ ​the​ ​traffic​ ​from​ ​Edge​ ​Message​ ​Processors​ ​to​ ​your​ ​backend 
server.​ ​This​ ​was​ ​done​ ​by​ ​while​ ​listing​ ​the​ ​Message​ ​Processors’​ ​IP​ ​addresses​ ​on 
the​ ​specific​ ​backend​ ​server.​ ​​ ​For​ ​example,​ ​On​ ​Linux,​ ​you​ ​could​ ​use​ ​​iptables​​ ​to 
white​ ​list​ ​or​ ​allow​ ​the​ ​traffic​ ​from​ ​Message​ ​Processor’s​ ​IP​ ​addresses​ ​on​ ​the 
backend​ ​server. 

 
 
Example​ ​3:​ ​Failure​ ​in​ ​JavaCallout​ ​policy 
 
Let’s​ ​now​ ​look​ ​at​ ​an​ ​example,​ ​where​ ​500​ ​Internal​ ​Server​ ​Error​ ​is​ ​caused​ ​due​ ​to​ ​an​ ​error​ ​in 
Java​ ​Callout​ ​policy​ ​and​ ​see​ ​how​ ​to​ ​troubleshoot​ ​and​ ​resolve​ ​the​ ​issue. 
 

1. The​ ​following​ ​UI​ ​trace​ ​shows​ ​500​ ​status​ ​code​ ​due​ ​to​ ​an​ ​error​ ​in​ ​Java​ ​Callout 
Policy: 

 
 

2. Select​ ​the​ ​Flow​ ​named​ ​​“Error”​​ ​followed​ ​by​ ​the​ ​failed​ ​Java​ ​Callout​ ​Policy​ ​to​ ​get​ ​the 
error​ ​details​ ​as​ ​shown​ ​in​ ​the​ ​figure​ ​below: 
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3. In​ ​this​ ​example,​ ​the​ ​​“error”​​ ​property​ ​under​ ​the​ ​Properties​ ​section​ ​reveals​ ​that​ ​the 

failure​ ​is​ ​due​ ​to​ ​expired​ ​password​ ​being​ ​used​ ​while​ ​connecting​ ​to​ ​the​ ​Oracle 
Database​ ​from​ ​within​ ​the​ ​JavaCallout​ ​policy.​ ​​ ​Your​ ​own​ ​Java​ ​callout​ ​will​ ​behave 
differently​ ​and​ ​will​ ​populate​ ​a​ ​different​ ​message​ ​in​ ​the​ ​​error​​ ​property.  
 

4. Check​ ​the​ ​JavaCallout​ ​policy​ ​code​ ​and​ ​confirm​ ​the​ ​correct​ ​configuration​ ​that​ ​needs 
to​ ​be​ ​used. 

 
 
Resolution 
 
Fix​ ​the​ ​Java​ ​callout​ ​code​ ​or​ ​configuration​ ​appropriately​ ​to​ ​avoid​ ​the​ ​runtime​ ​exception.​ ​​ ​In 
the​ ​illustrated​ ​Java​ ​callout​ ​failure​ ​example​ ​above,​ ​​one​ ​would​ ​need​ ​to​ ​use​ ​the​ ​correct 
password​ ​for​ ​connecting​ ​to​ ​the​ ​Oracle​ ​database​ ​to​ ​resolve​ ​the​ ​issue. 
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Error​ ​in​ ​the​ ​Backend​ ​Server 
 
Steps​ ​to​ ​Diagnose 
 
If​ ​you​ ​have​ ​confirmed​ ​that​ ​the​ ​500​ ​Internal​ ​Server​ ​Error​ ​is​ ​coming​ ​from​ ​the​ ​backend 
server,​ ​perform​ ​the​ ​following​ ​steps: 

 
1. If​ ​you​ ​have​ ​the​ ​UI​ ​trace​ ​for​ ​the​ ​error,​ ​then:  

 
a. Select​ ​the​ ​API​ ​request​ ​that​ ​has​ ​failed​ ​with​ ​500​ ​Internal​ ​Server​ ​Error. 

 
b. Select​ ​the​ ​​“Response​ ​received​ ​from​ ​target​ ​server”​​ ​phase​ ​from​ ​the​ ​failing 

API​ ​request​ ​as​ ​shown​ ​in​ ​the​ ​figure​ ​below: 

 
 

c. Check​ ​the​ ​​“Response​ ​Content”​​ ​section​ ​to​ ​get​ ​details​ ​about​ ​the​ ​error. 
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In​ ​this​ ​example,​ ​the​ ​Response​ ​Content​ ​which​ ​is​ ​a​ ​SOAP​ ​Envelope,​ ​shows 
the​ ​fault​ ​string​ ​as​ ​​“Not​ ​Authorized”​ ​​message​.​ ​​ ​​The​ ​most​ ​likely​ ​cause​ ​for 
this​ ​issue​ ​is​ ​that​ ​the​ ​proper​ ​credentials​ ​(username/password,​ ​access​ ​token, 
etc.)​ ​are​ ​not​ ​passed​ ​to​ ​the​ ​backend​ ​server​ ​by​ ​the​ ​user.  
The​ ​cause​ ​of​ ​other​ ​backend​ ​errors​ ​can​ ​vary​ ​widely.​ ​​ ​You​ ​will​ ​need​ ​to 
diagnose​ ​each​ ​situation​ ​independently.  

 
d. Check​ ​the​ ​backend​ ​server​ ​logs​ ​to​ ​see​ ​if​ ​there​ ​are​ ​any​ ​more​ ​details​ ​about 

the​ ​error.  
 

e. Proceed​ ​to​ ​step​ ​#4. 
 

2. If​ ​the​ ​UI​ ​trace​ ​is​ ​not​ ​available​ ​for​ ​the​ ​failing​ ​request,​ ​then​ ​check​ ​the​ ​backend​ ​server 
logs​ ​to​ ​get​ ​details​ ​about​ ​the​ ​error. 
 

3. If​ ​possible,​ ​enable​ ​the​ ​debug​ ​mode​ ​on​ ​the​ ​backend​ ​server​ ​to​ ​get​ ​more​ ​details 
about​ ​the​ ​error​ ​and​ ​the​ ​cause. 
 

4. If​ ​it​ ​is​ ​a​ ​​NodeJS​ ​Backend​ ​Server​,​ ​then​ ​check​ ​the​ ​NodeJS​ ​logs​ ​for​ ​the​ ​specific​ ​API 
Proxy​ ​in​ ​the​ ​UI​ ​or​ ​Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/system.log ​) 
for​ ​more​ ​details​ ​about​ ​the​ ​error. 
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NodeJS​ ​Logs​ ​option​ ​in​ ​the​ ​Edge​ ​UI​ ​-​ ​Overview​ ​Tab​ ​of​ ​API​ ​Proxy 

 
 
 
Resolution 
 

1. Once​ ​you’ve​ ​identified​ ​the​ ​cause​ ​of​ ​the​ ​error,​ ​fix​ ​the​ ​issue​ ​in​ ​your​ ​backend​ ​server. 
 

2. If​ ​it’s​ ​a​ ​NodeJS​ ​backend​ ​server: 
a. Check​ ​if​ ​the​ ​error​ ​is​ ​thrown​ ​from​ ​your​ ​custom​ ​code​ ​and​ ​fix​ ​the​ ​issue,​ ​if 

possible. 
 

b. If​ ​the​ ​error​ ​is​ ​not​ ​thrown​ ​from​ ​your​ ​custom​ ​code​ ​or​ ​if​ ​you​ ​need​ ​assistance, 
contact​ ​​Apigee​ ​Support​.  

 
If​ ​you​ ​need​ ​further​ ​assistance​ ​in​ ​troubleshooting​ ​500​ ​Internal​ ​Server​ ​Error​ ​or​ ​you​ ​suspect 
that​ ​it’s​ ​an​ ​issue​ ​within​ ​Edge,​ ​contact​ ​​ ​​Apigee​ ​Support​.  
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502​ ​Bad​ ​Gateway 
 
Description 
 
The​ ​client​ ​application​ ​gets​ ​an​ ​HTTP​ ​status​ ​code​ ​of​ ​​502​ ​​with​ ​the​ ​message​ ​​“Bad​ ​Gateway” 
as​ ​a​ ​response​ ​for​ ​API​ ​calls. 
 
Error​ ​Messages 
 
Client​ ​application​ ​gets​ ​the​ ​following​ ​response​ ​code: 

 
 
In​ ​addition,​ ​you​ ​may​ ​observe​ ​the​ ​following​ ​error​ ​message: 

 
 

Overview​ ​of​ ​502​ ​Bad​ ​Gateway 
 
The​ ​HTTP​ ​status​ ​code​ ​502​ ​means​ ​that​ ​the​ ​client​ ​is​ ​not​ ​receiving​ ​a​ ​valid​ ​response​ ​from​ ​the 
backend​ ​servers​ ​that​ ​should​ ​actually​ ​fulfill​ ​the​ ​request. 
 
Causes 
 
One​ ​of​ ​the​ ​typical​ ​causes​ ​for​ ​502​ ​Bad​ ​Gateway​ ​Error​ ​is​ ​the​ ​​“Unexpected​ ​EOF”​​ ​error, 
which​ ​can​ ​be​ ​caused​ ​due​ ​to​ ​following​ ​reasons: 
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Cause Details 

Incorrectly​ ​configured​ ​Target 
Server 

Target​ ​server​ ​is​ ​not​ ​properly​ ​configured​ ​to​ ​support 
TLS/SSL​ ​connections. 

EOFException​ ​from​ ​Backend 
Server 

The​ ​backend​ ​server​ ​may​ ​send​ ​EOF​ ​abruptly. 

 

Incorrectly​ ​configured​ ​Target​ ​Server 
 
Steps​ ​to​ ​Diagnose 
 

1. Enable​ ​the​ ​trace​ ​in​ ​UI​ ​for​ ​the​ ​affected​ ​API. 
 

2. If​ ​the​ ​trace​ ​for​ ​the​ ​failing​ ​API​ ​request​ ​shows​ ​the​ ​following: 
a. The​ ​502​ ​Bad​ ​Gateway​ ​error​ ​is​ ​seen​ ​as​ ​soon​ ​as​ ​the​ ​Target​ ​Flow​ ​request 

started.  
b. The​ ​error.class​ ​displays​ ​​messaging.adaptors.http.UnexpectedEOF. 

 
Then​ ​it​ ​is​ ​very​ ​likely​ ​that​ ​this​ ​issue​ ​is​ ​caused​ ​by​ ​an​ ​incorrect​ ​target​ ​server 
configuration. 
 

3. Get​ ​the​ ​target​ ​server​ ​definition​ ​using​ ​the​ ​following​ ​Edge​ ​management​ ​API​ ​call: 
 
curl ​ ​-v 
http://management:8080/v1/organizations/ ​<orgname>/environme
nts/<envname>/targetservers ​/<targetservername> 
 
Sample​ ​Faulty​ ​Target​ ​Server​ ​Definition 
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4. The​ ​illustrated​ ​target​ ​server​ ​definition​ ​is​ ​an​ ​example​ ​for​ ​one​ ​of​ ​the​ ​typical​ ​mis 

configurations​ ​which​ ​is​ ​explained​ ​as​ ​follows: 
 
Let’s​ ​assume​ ​that​ ​the​ ​target​ ​server​ ​​“mocktarget.apigee.net”​ ​ ​is​ ​configured​ ​to 
accept​ ​​secure​ ​(HTTPS)​ ​​connections​ ​on​ ​port​ ​#​ ​443.​ ​However,​ ​if​ ​you​ ​look​ ​at​ ​the 
target​ ​server​ ​definition,​ ​there​ ​are​ ​no​ ​other​ ​attributes/flags​ ​that​ ​indicate​ ​that​ ​it​ ​is 
meant​ ​for​ ​secure​ ​connections.​ ​This​ ​causes​ ​Edge​ ​to​ ​treat​ ​the​ ​API​ ​requests​ ​going​ ​to 
the​ ​specific​ ​target​ ​server​ ​as​ ​​HTTP​ ​(non-secure)​ ​requests​.​ ​So​ ​Edge​ ​will​ ​not​ ​initiate 
the​ ​SSL​ ​Handshake​ ​process​ ​with​ ​this​ ​target​ ​server.  

 
Since​ ​the​ ​target​ ​server​ ​is​ ​configured​ ​to​ ​accept​ ​only​ ​HTTPS​ ​(SSL)​ ​requests​ ​on​ ​443, 
it​ ​will​ ​reject​ ​the​ ​request​ ​from​ ​Edge​ ​or​ ​close​ ​the​ ​connection.​ ​As​ ​a​ ​result,​ ​you​ ​get​ ​an 
UnexpectedEOF​ ​error​ ​on​ ​the​ ​Message​ ​Processor.​ ​The​ ​Message​ ​Processor​ ​will 
send​ ​502​ ​Bad​ ​Gateway​ ​response​ ​to​ ​the​ ​client. 
 
 

Resolution 
 
Always​ ​ensure​ ​that​ ​the​ ​target​ ​server​ ​is​ ​configured​ ​correctly​ ​as​ ​per​ ​your​ ​requirements. 
 
For​ ​the​ ​illustrated​ ​example​ ​above,​ ​if​ ​you​ ​want​ ​to​ ​make​ ​requests​ ​to​ ​a​ ​secure​ ​(HTTPS/SSL) 
target​ ​server,​ ​you​ ​need​ ​to​ ​include​ ​the​ ​SSLInfo​ ​attributes​ ​with​ ​the​ ​​“enabled”​​ ​flag​ ​set​ ​to 
true.​ ​While​ ​it​ ​is​ ​allowed​ ​to​ ​add​ ​the​ ​SSLInfo​ ​attributes​ ​for​ ​a​ ​target​ ​server​ ​in​ ​the​ ​target 
endpoint​ ​definition​ ​itself,​ ​it​ ​is​ ​recommended​ ​to​ ​add​ ​the​ ​SSLInfo​ ​attributes​ ​as​ ​part​ ​of​ ​the 
target​ ​server​ ​definition​ ​to​ ​avoid​ ​any​ ​confusion. 
 

1. If​ ​the​ ​backend​ ​service​ ​requires​ ​​one-way​ ​SSL​ ​communication​,​ ​then: 
 

a. You​ ​need​ ​to​ ​enable​ ​the​ ​TLS/SSL​ ​in​ ​the​ ​target​ ​server​ ​definition​ ​by​ ​including 
the​ ​​ ​SSLInfo​ ​attributes​ ​where​ ​“enabled”​ ​flag​ ​is​ ​set​ ​to​ ​true​ ​as​ ​shown​ ​below: 
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b. If​ ​you​ ​want​ ​to​ ​validate​ ​the​ ​target​ ​server’s​ ​certificate​ ​in​ ​Edge,​ ​then​ ​we​ ​also 
need​ ​to​ ​include​ ​the​ ​truststore​ ​(containing​ ​the​ ​target​ ​server’s​ ​certificate)​ ​as 
shown​ ​below: 

 
 

2. If​ ​the​ ​backend​ ​service​ ​requires​ ​​two-way​ ​SSL​ ​communication​,​ ​then: 
 

a. You​ ​need​ ​to​ ​have​ ​SSLInfo​ ​attributes​ ​with​ ​ClientAuthEnabled,​ ​Keystore, 
KeyAlias,​ ​and​ ​Truststore​ ​flags​ ​set​ ​appropriately,​ ​as​ ​shown​ ​below: 
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References 
 
Load​ ​balancing​ ​across​ ​backend​ ​servers 
 
 

EOFException​ ​from​ ​the​ ​Backend​ ​Server 
 

1. Check​ ​the​ ​Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/system.log ​) 
and​ ​search​ ​if​ ​you​ ​have​ ​got​ ​“eof​ ​unexpected”​ ​for​ ​the​ ​specific​ ​API​ ​or​ ​if​ ​you​ ​have​ ​the 
unique​ ​messageid​ ​for​ ​the​ ​API​ ​request,​ ​then​ ​you​ ​can​ ​search​ ​for​ ​it. 
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Sample​ ​exception​ ​stack​ ​trace​ ​from​ ​Message​ ​Processor​ ​log 

 
 

In​ ​the​ ​above​ ​example,​ ​you​ ​can​ ​see​ ​that​ ​the​ ​​“java.io.EOFException:​ ​eof 
unexpected”​​ ​error​ ​occurred​ ​while​ ​Message​ ​Processor​ ​is​ ​trying​ ​to​ ​read​ ​a​ ​response 
from​ ​the​ ​backend​ ​server.​ ​This​ ​exception​ ​indicates​ ​the​ ​the​ ​end​ ​of​ ​file​ ​(EOF),​ ​or​ ​the 
end​ ​of​ ​stream​ ​has​ ​been​ ​reached​ ​unexpectedly.  

 
That​ ​is,​ ​the​ ​Message​ ​Processor​ ​sent​ ​the​ ​API​ ​request​ ​to​ ​the​ ​backend​ ​server​ ​and 
was​ ​waiting​ ​or​ ​reading​ ​the​ ​response.​ ​However,​ ​the​ ​backend​ ​server​ ​terminated​ ​the 
connection​ ​abruptly​ ​before​ ​the​ ​Message​ ​Processor​ ​got​ ​the​ ​response​ ​or​ ​could​ ​read 
the​ ​complete​ ​response. 

 
2. Check​ ​your​ ​backend​ ​server​ ​logs​ ​and​ ​see​ ​if​ ​there​ ​are​ ​any​ ​errors​ ​or​ ​information​ ​that 

could​ ​have​ ​led​ ​the​ ​backend​ ​server​ ​to​ ​terminate​ ​the​ ​connection​ ​abruptly.​ ​If​ ​you​ ​find 
any​ ​errors/information,​ ​then​ ​go​ ​to​ ​Resolution​ ​step​ ​and​ ​fix​ ​the​ ​issue​ ​appropriately​ ​in 
your​ ​backend​ ​server. 
 

3. If​ ​you​ ​don’t​ ​find​ ​any​ ​errors​ ​or​ ​information​ ​in​ ​your​ ​backend​ ​server,​ ​collect​ ​the 
tcpdump​​ ​output​ ​on​ ​the​ ​Message​ ​Processor(s): 
 

a. If​ ​your​ ​backend​ ​server​ ​has​ ​a​ ​single​ ​IP​ ​address​ ​then​ ​use​ ​the​ ​following 
command: 
 
tcpdump ​ ​-i ​ ​any ​ ​-s ​ ​0 ​ ​host ​ ​<IP ​ ​address> ​ ​-w ​ ​<File ​ ​name> 
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b. If​ ​your​ ​backend​ ​server​ ​has​ ​multiple​ ​IP​ ​addresses,​ ​then​ ​use​ ​the​ ​following 
command: 
 
tcpdump ​ ​-i ​ ​any ​ ​-s ​ ​0 ​ ​host ​ ​<Hostname> ​ ​-w ​ ​<File ​ ​name> 

 

Note:​ ​​If​ ​you​ ​are​ ​running​ ​this​ ​command​ ​on​ ​the​ ​Message​ ​Processor,​ ​use​ ​the​ ​IP 
address/hostname​ ​of​ ​the​ ​backend​ ​server.​ ​You​ ​can​ ​also​ ​take​ ​the​ ​tcpdump​ ​on​ ​the 
backend​ ​server.​ ​If​ ​you​ ​are​ ​running​ ​the​ ​command​ ​on​ ​the​ ​backend​ ​server,​ ​use​ ​the​ ​IP 
address​ ​of​ ​the​ ​Message​ ​Processor. 
 

Typically,​ ​this​ ​error​ ​is​ ​caused​ ​because​ ​the​ ​backend​ ​server​ ​responds​ ​back​ ​with 
[FIN,ACK]​ ​as​ ​soon​ ​as​ ​the​ ​Message​ ​Processor​ ​sends​ ​the​ ​request​ ​to​ ​the​ ​backend 
server. 

 
4. Consider​ ​the​ ​following​ ​tcpdump​ ​example. 

 
Sample​ ​tcpdump​ ​taken​ ​when​ ​502​ ​Bad​ ​Gateway​ ​Error​ ​(Unexpected​ ​EOF) 
occurred 
 

 
 

5. From​ ​the​ ​TCPDump​ ​output,​ ​you​ ​notice​ ​the​ ​following​ ​sequence​ ​of​ ​events: 
a. The​ ​Message​ ​Processor​ ​sends​ ​the​ ​API​ ​request​ ​to​ ​the​ ​backend​ ​server. 
b. The​ ​backend​ ​server​ ​immediately​ ​responds​ ​back​ ​with​ ​[FIN,ACK]. 
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c. This​ ​is​ ​followed​ ​by​ ​the​ ​Message​ ​Processor​ ​responding​ ​with​ ​[FIN,ACK]​ ​to 
the​ ​backend​ ​server. 

d. Eventually​ ​the​ ​connections​ ​are​ ​closed​ ​with​ ​[ACK]​ ​and​ ​[RST]​ ​from​ ​both​ ​the 
sides. 

e. Since​ ​the​ ​backend​ ​server​ ​sends​ ​[FIN,ACK],​ ​you​ ​get​ ​the​ ​exception 
“java.io.EOFException:​ ​eof​ ​unexpected”​ ​​exception​ ​on​ ​the​ ​Message 
Processor. 

 
6. This​ ​can​ ​happen​ ​if​ ​there’s​ ​a​ ​network​ ​issue​ ​at​ ​the​ ​backend​ ​server.​ ​Engage​ ​your 

network​ ​operations​ ​team​ ​to​ ​investigate​ ​this​ ​issue​ ​further. 
 
 
Resolution 
 
Fix​ ​the​ ​issue​ ​on​ ​the​ ​backend​ ​server​ ​appropriately. 
 
If​ ​the​ ​issue​ ​persists​ ​and​ ​you​ ​need​ ​assistance​ ​troubleshooting​ ​502​ ​Bad​ ​Gateway​ ​Error​ ​or 
you​ ​suspect​ ​that​ ​it’s​ ​an​ ​issue​ ​within​ ​Edge,​ ​contact​ ​​Apigee​ ​Support​.  
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503​ ​Service​ ​Unavailable 
 
Description 
 
The​ ​client​ ​application​ ​receives​ ​an​ ​HTTP​ ​status​ ​code​ ​of​ ​​503​ ​​with​ ​the​ ​message​ ​​“Service 
Unavailable”​​ ​as​ ​a​ ​response​ ​for​ ​the​ ​API​ ​calls. 
 
 
Error​ ​Messages 
 
Client​ ​application​ ​gets​ ​one​ ​of​ ​the​ ​following​ ​response​ ​codes: 

 
​ ​​ ​​OR 

 
 
The​ ​following​ ​error​ ​message​ ​may​ ​also​ ​be​ ​observed: 

 
 

Overview​ ​of​ ​503​ ​Service​ ​Unavailable 
 
The​ ​HTTP​ ​status​ ​code​ ​of​ ​503​ ​means​ ​that​ ​the​ ​server​ ​is​ ​currently​ ​unavailable.​ ​​ ​Most​ ​of​ ​the 
time​ ​this​ ​error​ ​occurs​ ​because​ ​the​ ​server​ ​is​ ​too​ ​busy​ ​or​ ​the​ ​server​ ​is​ ​temporarily​ ​under 
maintenance.​ ​It​ ​could​ ​also​ ​occur​ ​if​ ​the​ ​client​ ​is​ ​unable​ ​to​ ​connect​ ​to​ ​the​ ​server​ ​or​ ​the​ ​SSL 
handshake​ ​fails​ ​between​ ​the​ ​client​ ​and​ ​the​ ​server. 
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Northbound​ ​and​ ​Southbound​ ​Connection 
 
Before​ ​diving​ ​into​ ​diagnosing​ ​the​ ​problem,​ ​review​ ​the​ ​following​ ​information​ ​about 
Northbound​ ​and​ ​Southbound​ ​connections​ ​in​ ​Edge. 
 
In​ ​Edge,​ ​the​ ​503​ ​Service​ ​Unavailable​ ​error​ ​can​ ​be​ ​seen​ ​either​ ​in​ ​the:  
‎ Incoming​/​Northbound​​ ​connection​ ​that​ ​is​ ​between​ ​the​ ​client​ ​application​ ​and​ ​Edge 

Router. 
‎ Outgoing​/​Southbound​​ ​connection​ ​that​ ​is​ ​between​ ​the​ ​Edge​ ​Message​ ​Processor 

and​ ​the​ ​backend​ ​server. 
 
Sample​ ​Diagram​ ​showing​ ​Northbound​ ​and​ ​Southbound​ ​connections 
 

 
 
 

Determine​ ​whether​ ​the​ ​503​ ​Service​ ​Unavailable​ ​error​ ​occurred​ ​at​ ​northbound 
or​ ​southbound​ ​connection 
 
First,​ ​use​ ​one​ ​of​ ​the​ ​following​ ​procedures​ ​to​ ​determine​ ​if​ ​the​ ​503​ ​Service​ ​Unavailable​ ​error 
occurred​ ​at​ ​the​ ​northbound​ ​or​ ​southbound​ ​connection. 
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Procedure​ ​1:​ ​Using​ ​UI​ ​Trace 
 

1. If​ ​the​ ​issue​ ​is​ ​still​ ​active,​ ​enable​ ​the​ ​UI​ ​trace​ ​for​ ​the​ ​affected​ ​API. 
 

2. If​ ​the​ ​UI​ ​trace​ ​for​ ​the​ ​failing​ ​API​ ​request​ ​shows​ ​that​ ​the​ ​503​ ​Service​ ​Unavailable 
error​ ​occurs​ ​during​ ​the​ ​target​ ​request​ ​flow​ ​or​ ​is​ ​sent​ ​by​ ​the​ ​backend​ ​server,​ ​then 
the​ ​issue​ ​is​ ​southbound,​ ​between​ ​the​ ​Message​ ​Processor​ ​and​ ​the​ ​backend​ ​server. 
 

3. If​ ​you​ ​don’t​ ​get​ ​the​ ​trace​ ​for​ ​the​ ​specific​ ​API​ ​call,​ ​then​ ​the​ ​issue​ ​is​ ​northbound, 
between​ ​the​ ​client​ ​application​ ​and​ ​the​ ​Router. 

 
Procedure​ ​2:​ ​Using​ ​Nginx​ ​Access​ ​Logs 
 
If​ ​the​ ​issue​ ​has​ ​happened​ ​in​ ​the​ ​past​ ​or​ ​if​ ​the​ ​issue​ ​is​ ​intermittent​ ​and​ ​you​ ​are​ ​unable​ ​to 
capture​ ​the​ ​trace,​ ​then​ ​perform​ ​the​ ​following​ ​steps: 
 

1. Check​ ​the​ ​Nginx​ ​access​ ​logs 
(​/opt/apigee/var/log/edge-router/nginx/<org>~<env>.<port#>_a
ccess_log ​). 

 
2. Search​ ​if​ ​there​ ​are​ ​any​ ​503​ ​Errors​ ​for​ ​specific​ ​API​ ​proxy. 

 
3. If​ ​you​ ​can​ ​identify​ ​any​ ​503​ ​Errors​ ​for​ ​the​ ​specific​ ​API​ ​at​ ​the​ ​specific​ ​time,​ ​then​ ​the 

issue​ ​occurred​ ​at​ ​the​ ​southbound​ ​between​ ​the​ ​Message​ ​Processor​ ​and​ ​the 
backend​ ​server. 
 

4. If​ ​not,​ ​then​ ​the​ ​issue​ ​occurred​ ​at​ ​the​ ​northbound​ ​connection​ ​between​ ​the​ ​client 
application​ ​and​ ​the​ ​Router. 

 
 
Causes 
 
The​ ​typical​ ​causes​ ​for​​ ​​the​ ​HTTP​ ​status​ ​code​ ​-​ ​​503​ ​Service​ ​Unavailable​​ ​are: 
 

Cause Details 

Overloaded​ ​Server Server​ ​is​ ​overloaded​ ​and​ ​cannot​ ​handle 
any​ ​new​ ​incoming​ ​requests. 
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Connection​ ​Errors Server​ ​could​ ​not​ ​be​ ​connected​ ​due​ ​to 
network/connectivity​ ​issues. 

SSL​ ​Handshake​ ​Failures SSL​ ​handshake​ ​failure​ ​between​ ​the​ ​client 
and​ ​server. 

 

Overloaded​ ​Server 
 

1. Typically​ ​you​ ​will​ ​see​ ​the​ ​following​ ​error​ ​when​ ​the​ ​server​ ​is​ ​overloaded​ ​or​ ​cannot 
handle​ ​any​ ​more​ ​requests: 
 

 
 

2. Determine​ ​whether​ ​the​ ​503​ ​Service​ ​Unavailable​ ​error​ ​occurred​ ​at​ ​northbound​ ​or 
southbound​ ​connection​: 
 

a. If​ ​the​ ​error​ ​is​ ​on​ ​the​ ​northbound,​ ​then​ ​check​ ​if​ ​the​ ​Average 
Load/CPU/Memory​ ​usage​ ​is​ ​high​ ​on​ ​the​ ​Edge​ ​Router. 

b. If​ ​the​ ​error​ ​is​ ​on​ ​the​ ​southbound,​ ​then​ ​check​ ​if​ ​the​ ​Average 
Load/CPU/Memory​ ​usage​ ​is​ ​high​ ​on​ ​the​ ​backend​ ​server.  

 
Resolution 
 
If​ ​the​ ​Edge​ ​router​ ​or​ ​backend​ ​server​ ​is​ ​overloaded,​ ​then: 
  

1. Restart​ ​the​ ​appropriate​ ​server​ ​(Edge​ ​Router​ ​or​ ​backend​ ​server)​ ​and​ ​then​ ​monitor 
the​ ​server​ ​to​ ​see​ ​if​ ​the​ ​problem​ ​is​ ​resolved. 
 

2. If​ ​the​ ​problem​ ​persists,​ ​then​ ​check​ ​if​ ​you​ ​need​ ​to​ ​increase​ ​the​ ​capacity​ ​of​ ​the 
appropriate​ ​server. 
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Connection​ ​Errors 
 
You​ ​get​ ​the​ ​connection​ ​errors​ ​when​ ​the​ ​Message​ ​Processor​ ​attempts​ ​to​ ​connect​ ​to​ ​the 
backend​ ​server​ ​and​ ​if: 
 

● It​ ​is​ ​unable​ ​to​ ​connect​ ​within​ ​the​ ​preset​ ​connection​ ​timeout​ ​period​ ​(​Default 
connection​ ​timeout​ ​period​-3​ ​seconds),​ ​OR  

● If​ ​the​ ​connection​ ​is​ ​refused​ ​by​ ​the​ ​backend​ ​server. 
 
 
Steps​ ​to​ ​Diagnose 
 

1. Check​ ​the 
/opt/apigee/var/log/edge-message-processor/logs/system.log 
on​ ​Message​ ​Processors​ ​for​ ​any​ ​of​ ​the​ ​following​ ​errors: 
 

a. onConnectTimeout​ ​Error​ ​​indicates​ ​that​ ​Message​ ​Processor​ ​was​ ​unable​ ​to 
connect​ ​to​ ​the​ ​backend​ ​server​ ​within​ ​the​ ​preset​ ​connection​ ​time​ ​out​ ​period. 

 
 

b. java.net.ConnectException:​ ​Connection​ ​refused​ ​​indicates​ ​the 
connection​ ​was​ ​refused​ ​by​ ​the​ ​backend​ ​server. 
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2. Check​ ​if​ ​you​ ​are​ ​able​ ​to​ ​connect​ ​to​ ​the​ ​specific​ ​backend​ ​server​ ​directly​ ​from​ ​each 
of​ ​the​ ​Message​ ​Processors​ ​using​ ​the​ ​telnet​ ​command: 
 

a. If​ ​the​ ​backend​ ​server​ ​resolves​ ​to​ ​a​ ​single​ ​IP​ ​address,​ ​then​ ​use​ ​the​ ​following 
command: 
 
telnet ​ ​<BackendServer-IPaddress> ​ ​443 
 

b. If​ ​the​ ​backend​ ​server​ ​resolves​ ​to​ ​multiple​ ​IP​ ​addresses,​ ​then​ ​use​ ​the 
following​ ​command: 
 
telnet ​ ​<BackendServer-HostName> ​ ​443 

 
3. If​ ​you​ ​are​ ​able​ ​to​ ​connect​ ​to​ ​the​ ​backend​ ​server,​ ​then​ ​you​ ​may​ ​see​ ​message​ ​like 

“Connected​ ​to​ ​<BackendServer>”.​ ​If​ ​you​ ​are​ ​unable​ ​to​ ​connect​ ​to​ ​the​ ​backend 
server,​ ​this​ ​might​ ​be​ ​because​ ​the​ ​Message​ ​Processors’​ ​IP​ ​addresses​ ​are​ ​not 
whitelisted​ ​on​ ​the​ ​specific​ ​backend​ ​server.  

 
 
Resolution 
 
Whitelist​ ​the​ ​Message​ ​Processors’​ ​IP​ ​addresses​ ​on​ ​the​ ​specific​ ​backend​ ​server​ ​to​ ​allow 
the​ ​traffic​ ​from​ ​Edge​ ​Message​ ​Processors​ ​to​ ​your​ ​backend​ ​server.​ ​​ ​For​ ​example,​ ​On 
Linux,​ ​you​ ​could​ ​use​ ​​iptables​​ ​to​ ​white​ ​list​ ​or​ ​allow​ ​the​ ​traffic​ ​from​ ​Message​ ​Processor’s​ ​IP 
addresses​ ​on​ ​the​ ​backend​ ​server. 
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SSL​ ​Handshake​ ​Failures 
 
Description 
 
A​ ​failure​ ​that​ ​is​ ​observed​ ​during​ ​SSL​ ​handshake​ ​process​ ​between​ ​two​ ​processes​ ​is​ ​known 
as​ ​​SSL​ ​Handshake​ ​Failure​. 
 
Error​ ​Messages 
 

 
 
The​ ​following​ ​error​ ​messages​ ​may​ ​also​ ​be​ ​observed: 

 
 

Overview​ ​of​ ​SSL​ ​Handshake 
 
SSL​ ​Handshake​ ​is​ ​a​ ​process​ ​that​ ​enables​ ​the​ ​SSL/TLS​ ​client​ ​and​ ​server​ ​to​ ​establish​ ​the 
secret​ ​keys​ ​with​ ​which​ ​they​ ​can​ ​communicate.​ ​​ ​During​ ​this​ ​process​ ​they 

1. Agree​ ​on​ ​the​ ​version​ ​of​ ​the​ ​protocol​ ​to​ ​use. 
2. Select​ ​the​ ​cryptographic​ ​algorithm​ ​to​ ​be​ ​used. 
3. Authenticate​ ​each​ ​other​ ​by​ ​exchanging​ ​and​ ​validating​ ​digital​ ​certificates. 

 
If​ ​the​ ​SSL​ ​Handshake​ ​succeeds,​ ​then​ ​the​ ​SSL/TLS​ ​client​ ​and​ ​server​ ​transfer​ ​the​ ​data​ ​to 
each​ ​other.​ ​​ ​Otherwise,​ ​if​ ​SSL​ ​Handshake​ ​failure​ ​occurs​ ​the​ ​connection​ ​will​ ​be​ ​terminated. 
The​ ​end​ ​user​ ​will​ ​usually​ ​see​ ​a​ ​503​ ​Service​ ​Unavailable​ ​error​ ​in​ ​Apigee​ ​Edge​ ​setup. 
 
Causes 
 
The​ ​typical​ ​causes​ ​for​ ​SSL​ ​Handshake​ ​failure​ ​are: 
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Cause Details 

Protocol​ ​mismatch Protocol​ ​used​ ​by​ ​the​ ​client​ ​is​ ​not​ ​supported​ ​by​ ​the​ ​server. 

Cipher​ ​Suite​ ​mismatch Cipher​ ​suite​ ​used​ ​by​ ​the​ ​client​ ​is​ ​not​ ​supported​ ​by​ ​the​ ​server. 

Incorrect​ ​Certificate Hostname​ ​in​ ​the​ ​URL​ ​used​ ​by​ ​the​ ​client​ ​does​ ​not​ ​match​ ​the 
hostname​ ​in​ ​the​ ​certificate​ ​stored​ ​at​ ​the​ ​server​ ​end. 

Incomplete/invalid​ ​certificate​ ​chain​ ​is​ ​stored​ ​at​ ​the​ ​client/server 
end. 

Incorrect/expired​ ​certificate​ ​is​ ​sent​ ​by​ ​the​ ​client​ ​to​ ​the​ ​server​ ​or 
vice​ ​versa. 

SNI​ ​Enabled​ ​Server Backend​ ​server​ ​is​ ​SNI​ ​enabled,​ ​however,​ ​the​ ​client​ ​is​ ​not​ ​able​ ​to 
communicate​ ​with​ ​the​ ​SNI​ ​servers. 

 

Protocol​ ​Mismatch 
 
The​ ​SSL​ ​Handshake​ ​failure​ ​can​ ​occur​ ​if​ ​the​ ​protocol​ ​used​ ​by​ ​the​ ​client​ ​is​ ​not​ ​supported​ ​by 
the​ ​server​ ​either​ ​at​ ​the​ ​northbound​ ​or​ ​the​ ​southbound​ ​connection​ ​in​ ​Edge. 
 
Steps​ ​to​ ​Diagnose 
 

1. Determine​ ​whether​ ​the​ ​503​ ​Service​ ​Unavailable​ ​error​ ​occurred​ ​at​ ​northbound​ ​or 
southbound​ ​connection​. 
 

2. Collect​ ​the​ ​​tcpdump​​ ​data​ ​at​ ​the​ ​relevant​ ​server​ ​(Edge​ ​router​ ​or​ ​Message 
Processor)​ ​based​ ​on​ ​the​ ​results​ ​from​ ​step​ ​#1. 
 
tcpdump ​ ​-i ​ ​any ​ ​-s ​ ​0 ​ ​host ​ ​<IP ​ ​address> ​ ​-w ​ ​<File ​ ​name> 
 

3. Analyse​ ​the​ ​tcpdump​ ​data​ ​using​ ​the​ ​​Wireshark​ ​tool​​ ​or​ ​a​ ​similar​ ​tool​ ​that​ ​you​ ​are 
familiar​ ​with. 
 

4. Here’s​ ​the​ ​sample​ ​analysis​ ​of​ ​the​ ​tcpdump​ ​using​ ​Wireshark: 
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○ In​ ​this​ ​example,​ ​the​ ​SSL​ ​handshake​ ​failure​ ​occurred​ ​between​ ​the​ ​Message 
Processor​ ​and​ ​the​ ​backend​ ​server​ ​(southbound​ ​connection). 
 

○ The​ ​message​ ​#4​ ​in​ ​the​ ​tcpdump​ ​below​ ​shows​ ​that​ ​the​ ​Message​ ​Processor 
(source)​ ​sent​ ​a​ ​“Client​ ​Hello”​ ​message​ ​to​ ​the​ ​backend​ ​server​ ​(destination)​ ​.  

 
 

○ Selecting​ ​the​ ​Client​ ​Hello​ ​message​ ​shows​ ​that​ ​the​ ​Message​ ​Processor​ ​is 
using​ ​the​ ​TLSv1.2​ ​protocol. 
 

 
 

○ The​ ​message​ ​#5​ ​shows​ ​that​ ​the​ ​backend​ ​server​ ​acknowledges​ ​the​ ​Client 
Hello​ ​message​ ​from​ ​the​ ​Message​ ​Processor. 
 

○ Backend​ ​server​ ​immediately​ ​sends​ ​a​ ​​Fatal​ ​Alert​ ​:​ ​Close​ ​Notify​​ ​to​ ​the 
Message​ ​Processor​ ​(message​ ​#6).​ ​​ ​This​ ​means​ ​the​ ​SSL​ ​Handshake​ ​failed 
and​ ​the​ ​connection​ ​will​ ​be​ ​closed. 
 

○ Looking​ ​further​ ​into​ ​message​ ​#6​ ​shows​ ​that​ ​cause​ ​for​ ​SSL​ ​handshake 
failure​ ​is​ ​that​ ​the​ ​backend​ ​server​ ​supports​ ​only​ ​TLSv1.0​ ​protocol​ ​as​ ​shown 
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2. Execute​ ​the​ ​the​ ​openssl​ ​command​ ​and​ ​try​ ​to​ ​connect​ ​to​ ​the​ ​relevant​ ​server 

hostname​ ​(Edge​ ​router​ ​or​ ​backend​ ​server)​ ​by​ ​​passing​ ​the​ ​server​ ​name​ ​​as​ ​shown 
below: 
 
openssl ​ ​s_client ​ ​-connect ​ ​<hostname>:<port#> ​ ​-servername 
<hostname> 

 

3. If​ ​you​ ​get​ ​a​ ​handshake​ ​failure​ ​in​ ​step​ ​#1​ ​or​ ​get​ ​different​ ​certificates​ ​in​ ​step​ ​#1​ ​and 
step​ ​#2,​ ​then​ ​it​ ​indicates​ ​that​ ​the​ ​specified​ ​Server​ ​is​ ​SNI​ ​enabled. 

 
Once​ ​you’ve​ ​identified​ ​that​ ​the​ ​server​ ​is​ ​SNI​ ​enabled,​ ​you​ ​can​ ​follow​ ​the​ ​steps​ ​below​ ​to 
check​ ​if​ ​the​ ​SSL​ ​handshake​ ​failure​ ​is​ ​caused​ ​by​ ​the​ ​client​ ​not​ ​being​ ​able​ ​to​ ​communicate 
with​ ​the​ ​SNI​ ​server. 
 
Steps​ ​to​ ​Diagnose 
 

1. Determine​ ​whether​ ​the​ ​503​ ​Service​ ​Unavailable​ ​error​ ​occurred​ ​at​ ​the​ ​northbound 
or​ ​southbound​ ​connection​. 
 

2. Collect​ ​the​ ​​tcpdump​​ ​at​ ​the​ ​relevant​ ​server​ ​(Edge​ ​Router​ ​or​ ​Message​ ​Processor) 
based​ ​on​ ​the​ ​outcome​ ​from​ ​step​ ​#1: 
 
tcpdump ​ ​-i ​ ​any ​ ​-s ​ ​0 ​ ​host ​ ​<IP ​ ​address> ​ ​-w ​ ​<File ​ ​name> 
 

3. Analyze​ ​the​ ​tcpdump​ ​using​ ​​Wireshark​​ ​or​ ​a​ ​similar​ ​tool​ ​that​ ​you​ ​are​ ​familiar​ ​with. 
 

4. Here’s​ ​the​ ​sample​ ​analysis​ ​of​ ​tcpdump​ ​using​ ​Wireshark: 
 

a. In​ ​this​ ​example,​ ​the​ ​SSL​ ​handshake​ ​failure​ ​occurred​ ​between​ ​the​ ​Edge 
Message​ ​Processor​ ​and​ ​backend​ ​server​ ​(southbound​ ​connection). 
 

b. The​ ​message​ ​#4​ ​in​ ​the​ ​tcpdump​ ​below​ ​shows​ ​that​ ​the​ ​Message​ ​Processor 
(source)​ ​sent​ ​a​ ​“Client​ ​Hello”​ ​message​ ​to​ ​the​ ​backend​ ​server​ ​(destination).  
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c. Selecting​ ​the​ ​​Client​ ​Hello​​ ​message​ ​shows​ ​that​ ​the​ ​Message​ ​Processor​ ​is 
using​ ​the​ ​TLSv1.2​ ​protocol. 
 

 
 

d. The​ ​message​ ​#4​ ​shows​ ​that​ ​the​ ​backend​ ​server​ ​acknowledges​ ​the​ ​Client 
Hello​ ​message​ ​from​ ​the​ ​Message​ ​Processor. 

e. The​ ​backend​ ​server​ ​immediately​ ​sends​ ​a​ ​​Fatal​ ​Alert​ ​:​ ​Handshake​ ​Failure 
to​ ​the​ ​Message​ ​Processor​ ​(message​ ​#5).​ ​​ ​This​ ​means​ ​the​ ​SSL​ ​handshake 
failed​ ​and​ ​the​ ​connection​ ​will​ ​be​ ​closed. 
 

f. Review​ ​message​ ​#6​ ​to​ ​discover​ ​the​ ​following​ ​information 
■ The​ ​backend​ ​server​ ​does​ ​support​ ​TLSv1.2​ ​protocol.​ ​This​ ​means 

that​ ​the​ ​protocol​ ​matched​ ​between​ ​the​ ​Message​ ​Processor​ ​and​ ​the 
backend​ ​server. 
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■ However,​ ​the​ ​backend​ ​server​ ​still​ ​sends​ ​the​ ​​Fatal​ ​Alert: 
Handshake​ ​Failure​​ ​to​ ​the​ ​Message​ ​Processor​ ​as​ ​shown​ ​in​ ​the 
figure​ ​below: 
 

 
 

g. This​ ​error​ ​might​ ​occur​ ​for​ ​one​ ​of​ ​the​ ​following​ ​reasons: 
■ The​ ​Message​ ​Processor​ ​is​ ​not​ ​using​ ​the​ ​cipher​ ​suite​ ​algorithms 

supported​ ​by​ ​the​ ​backend​ ​server. 
■ The​ ​backend​ ​server​ ​is​ ​SNI​ ​enabled,​ ​but​ ​the​ ​client​ ​application​ ​is​ ​not 

sending​ ​the​ ​server​ ​name. 
 

h. Review​ ​the​ ​message​ ​#3​ ​(Client​ ​Hello)​ ​in​ ​the​ ​tcpdump​ ​in​ ​more​ ​detail.​ ​Note 
that​ ​the​ ​​Extension:​ ​server_name​ ​​is​ ​missing,​ ​as​ ​shown​ ​below: 
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i. This​ ​confirms​ ​that​ ​the​ ​Message​ ​Processor​ ​did​ ​not​ ​send​ ​the​ ​​server_name 
to​ ​the​ ​SNI-enabled​ ​backend​ ​server. 
 

j. This​ ​is​ ​the​ ​cause​ ​for​ ​the​ ​SSL​ ​handshake​ ​failure​ ​and​ ​the​ ​reason​ ​that​ ​the 
backend​ ​server​ ​sends​ ​the​ ​​Fatal​ ​Alert:​ ​Handshake​ ​Failure​​ ​to​ ​the​ ​Message 
Processor. 
 

5. Verify​ ​that​ ​the​ ​​jsse.enableSNIExtension ​ ​property ​ ​​in 
system.properties ​​ ​is​ ​set​ ​to​ ​false​ ​on​ ​the​ ​Message​ ​Processor​ ​to​ ​confirm​ ​that 
the​ ​Message​ ​Processor​ ​is​ ​not​ ​enabled​ ​to​ ​communicate​ ​with​ ​the​ ​SNI-enabled 
server. 

 
Resolution 
 
Enable​ ​the​ ​Message​ ​Processor(s)​ ​to​ ​communicate​ ​with​ ​SNI​ ​enabled​ ​servers​ ​by 
performing​ ​the​ ​following​ ​steps: 

1. Create 
the​/opt/apigee/customer/application/message-processor.proper
ties ​​ ​file​ ​(if​ ​it​ ​does​ ​not​ ​exist​ ​already).  

 
2. Add​ ​the​ ​following​ ​line​ ​into​ ​this​ ​file:  

conf_system_jsse.enableSNIExtension=true 

 
3. Chown​ ​the​ ​owner​ ​of​ ​this​ ​file​ ​to​ ​apigee:apigee.  

chown ​ ​apigee:apigee 
/opt/apigee/customer/application/message-processor.properti

es  

 
4. Restart​ ​the​ ​Message​ ​Processor. 

/opt/apigee/apigee-service/bin/apigee-service 

message-processor ​ ​restart 
 

5. If​ ​you​ ​have​ ​more​ ​than​ ​one​ ​Message​ ​Processor,​ ​repeat​ ​the​ ​steps​ ​#1​ ​through​ ​#4​ ​on 
all​ ​the​ ​Message​ ​Processors. 
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504​ ​Gateway​ ​Timeout 
 
Description 
 
The​ ​client​ ​application​ ​receives​ ​an​ ​HTTP​ ​status​ ​code​ ​of​ ​​504​ ​​with​ ​the​ ​message​ ​​“Gateway 
Timeout”​​ ​as​ ​a​ ​response​ ​for​ ​the​ ​API​ ​calls. 
 

Error​ ​Messages 
 
Client​ ​application​ ​gets​ ​the​ ​following​ ​response​ ​code: 

 
 
In​ ​some​ ​cases,​ ​the​ ​following​ ​error​ ​message​ ​may​ ​also​ ​be​ ​observed: 

 
 
 

Overview​ ​of​ ​504​ ​Gateway​ ​Timeout 
 
The​ ​HTTP​ ​status​ ​code​ ​-​ ​​504​ ​Gateway​ ​Timeout​​ ​error​ ​indicates​ ​that​ ​the​ ​client​ ​did​ ​not 
receive​ ​a​ ​timely​ ​response​ ​from​ ​the​ ​Edge​ ​Gateway​ ​or​ ​backend​ ​server​ ​during​ ​the​ ​execution 
of​ ​an​ ​API.  
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How​ ​does​ ​the​ ​Timeout​ ​Occur​ ​? 

Typical​ ​path​ ​for​ ​an​ ​API​ ​request​ ​via​ ​the​ ​Edge​ ​platform​ ​will​ ​be​ ​​ ​​Client​ ​->​ ​Router​ ​-> 
Message​ ​Processor​ ​->​ ​Backend​ ​Server​ ​ ​as​ ​shown​ ​in​ ​the​ ​below​ ​figure: 

 

The​ ​client​ ​application,​ ​routers,​ ​and​ ​Message​ ​Processors​ ​within​ ​Edge​ ​platform​ ​are​ ​set​ ​up 
with​ ​suitable​ ​timeout​ ​values.​ ​The​ ​Edge​ ​platform​ ​expects​ ​a​ ​response​ ​to​ ​be​ ​sent​ ​within​ ​a 
certain​ ​period​ ​of​ ​time​ ​for​ ​every​ ​API​ ​request​ ​based​ ​on​ ​the​ ​timeout​ ​values.​ ​If​ ​you​ ​don’t​ ​get 
the​ ​response​ ​within​ ​the​ ​specified​ ​period​ ​of​ ​time,​ ​then​ ​​504​ ​Gateway​ ​Timeout​ ​Error​​ ​is 
returned.  

The​ ​following​ ​table​ ​provides​ ​more​ ​details​ ​about​ ​when​ ​timeouts​ ​may​ ​occur: 

Timeout​ ​Occurrence Details 

Timeout​ ​occurs​ ​on​ ​Message 
Processor 

● Backend​ ​server​ ​does​ ​not​ ​respond​ ​back​ ​to 
Message​ ​Processor​ ​within​ ​a​ ​specified​ ​timeout 
period​ ​on​ ​the​ ​Message​ ​Processor. 

● Message​ ​Processor​ ​times​ ​out​ ​and​ ​sends​ ​the 
response​ ​status​ ​as​ ​​504​ ​Gateway​ ​Timeout​​ ​to​ ​the 
Router. 

Timeout​ ​occurs​ ​on​ ​Router ● Message​ ​Processor​ ​does​ ​not​ ​respond​ ​back​ ​to 
router​ ​within​ ​the​ ​specified​ ​timeout​ ​period​ ​on​ ​the 
Router.  

● Router​ ​times​ ​out​ ​and​ ​sends​ ​the​ ​response​ ​status 
as​ ​​504​ ​Gateway​ ​Timeout​ ​​to​ ​the​ ​client​ ​application​. 

Timeout​ ​occurs​ ​on​ ​client 
application 

● Router​ ​does​ ​not​ ​respond​ ​back​ ​to​ ​client​ ​application 
within​ ​the​ ​specified​ ​timeout​ ​period​ ​on​ ​the​ ​router. 
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● The​ ​Client​ ​application​ ​times​ ​out​ ​and​ ​ends​ ​the 
response​ ​status​ ​as​ ​​504​ ​Gateway​ ​Timeout​ ​​to​ ​the 
end​ ​user​. 

 
 
Causes 
 
In​ ​Edge,​ ​the​ ​typical​ ​causes​ ​for​ ​504​ ​Gateway​ ​Timeout​ ​error​ ​are: 

Cause Details 

Slow​ ​Backend​ ​Server The​ ​backend​ ​server​ ​that​ ​is​ ​processing​ ​the​ ​API​ ​request​ ​is​ ​too 
slow​ ​due​ ​to​ ​high​ ​load​ ​or​ ​poor​ ​performance. 

Slow​ ​API​ ​Proxy​ ​processing 
by​ ​Edge 

Edge​ ​takes​ ​a​ ​long​ ​time​ ​to​ ​process​ ​the​ ​API​ ​request​ ​due​ ​to​ ​high 
load​ ​or​ ​poor​ ​performance. 

 

Slow​ ​Backend​ ​Server 
 
If​ ​the​ ​backend​ ​server​ ​is​ ​very​ ​slow​ ​and/or​ ​taking​ ​a​ ​long​ ​time​ ​to​ ​process​ ​the​ ​API​ ​request, 
then​ ​you​ ​will​ ​get​ ​a​ ​504​ ​Gateway​ ​Timeout​ ​error.​ ​As​ ​explained​ ​in​ ​the​ ​section​ ​above,​ ​the 
timeout​ ​can​ ​occur​ ​under​ ​one​ ​of​ ​the​ ​following​ ​scenarios: 

1. Message​ ​Processor​ ​times​ ​out​ ​before​ ​backend​ ​server​ ​responds. 
2. Router​ ​times​ ​out​ ​before​ ​Message​ ​Processor/backend​ ​server​ ​responds. 
3. Client​ ​application​ ​times​ ​out​ ​before​ ​Router/Message​ ​Processor/backend​ ​server 

responds. 
 
The​ ​following​ ​sections​ ​describe​ ​how​ ​to​ ​diagnose​ ​and​ ​resolve​ ​the​ ​issue​ ​under​ ​each​ ​of 
these​ ​scenarios. 
 
Scenario​ ​#1​ ​Message​ ​Processor​ ​times​ ​out​ ​before​ ​Backend​ ​Server​ ​responds 

Steps​ ​to​ ​Diagnose 
 
You​ ​can​ ​use​ ​the​ ​following​ ​procedures​ ​to​ ​diagnose​ ​if​ ​the​ ​504​ ​Gateway​ ​Timeout​ ​error​ ​has 
occurred​ ​because​ ​of​ ​the​ ​slow​ ​backend​ ​server. 
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Procedure​ ​#1​ ​Using​ ​Trace 
 
If​ ​the​ ​issue​ ​is​ ​still​ ​active​ ​(504​ ​Errors​ ​are​ ​still​ ​happening),​ ​then​ ​follow​ ​the​ ​below​ ​steps: 

1. Trace​ ​the​ ​affected​ ​API​ ​in​ ​Edge​ ​UI.Either​ ​wait​ ​for​ ​the​ ​error​ ​to​ ​occur​ ​or​ ​if​ ​you​ ​have 
the​ ​API​ ​call,​ ​then​ ​make​ ​some​ ​API​ ​calls​ ​and​ ​reproduce​ ​the​ ​504​ ​Gateway​ ​Timeout 
Error. 
 

2. Once​ ​the​ ​error​ ​has​ ​occurred,​ ​examine​ ​the​ ​specific​ ​request​ ​which​ ​shows​ ​the 
response​ ​code​ ​as​ ​504. 
 

3. Check​ ​the​ ​elapsed​ ​time​ ​at​ ​each​ ​phase​ ​and​ ​make​ ​a​ ​note​ ​of​ ​the​ ​phase​ ​where​ ​most 
time​ ​is​ ​spent. 
 

4. If​ ​you​ ​observe​ ​the​ ​“Error”​ ​with​ ​the​ ​longest​ ​elapsed​ ​time​ ​immediately​ ​after​ ​one​ ​of 
the​ ​following​ ​phases,​ ​then​ ​it​ ​indicates​ ​that​ ​the​ ​backend​ ​server​ ​is​ ​slow​ ​or​ ​taking​ ​a 
long​ ​time​ ​to​ ​process​ ​the​ ​request: 
 

○ “Request​ ​sent​ ​to​ ​target​ ​server”  
○ Service​ ​Callout​ ​policy 

 
The​ ​following​ ​provides​ ​a​ ​sample​ ​Trace​ ​showing​ ​that​ ​the​ ​backend​ ​server​ ​did​ ​not​ ​respond 
even​ ​after​ ​55​ ​seconds​ ​resulting​ ​in​ ​a​ ​504​ ​Gateway​ ​Timeout​ ​Error: 
 

 
 

In​ ​the​ ​above​ ​trace,​ ​the​ ​Message​ ​Processor​ ​times​ ​out​ ​after​ ​55002​ ​ms​ ​as​ ​the​ ​backend 
server​ ​does​ ​not​ ​respond. 
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Procedure​ ​#2​ ​Using​ ​Message​ ​Processor​ ​Logs 
 

1. Check​ ​the​ ​Message​ ​Processor’s​ ​log 
(​/opt/apigee/var/log/edge-message-processor/logs/system.log ​) 
 

2. If​ ​you​ ​find​ ​“Gateway​ ​Timeout”​ ​and​ ​“onTimeoutRead”​ ​errors​ ​for​ ​the​ ​specific​ ​API 
proxy​ ​request​ ​at​ ​the​ ​specific​ ​time,​ ​then​ ​it​ ​indicates​ ​that​ ​the​ ​Message​ ​Processor​ ​has 
timed​ ​out. 

 
Sample​ ​Message​ ​Processor​ ​log​ ​showing​ ​Gateway​ ​Timeout​ ​Error 

 
 
In​ ​the​ ​above​ ​Message​ ​Processor​ ​log,​ ​you​ ​notice​ ​that​ ​the​ ​backend​ ​server​ ​denoted 
with​ ​the​ ​IP​ ​address​ ​XX.XX.XX.XX​ ​did​ ​not​ ​respond​ ​even​ ​after​ ​55​ ​seconds 
(​lastIO=55000ms​).​ ​As​ ​a​ ​result,​ ​the​ ​Message​ ​Processor​ ​timed​ ​out​ ​and​ ​sent​ ​504 
Gateway​ ​Timeout​ ​Error. 
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Resolution 

1. Check​ ​why​ ​the​ ​backend​ ​server​ ​is​ ​taking​ ​more​ ​than​ ​55​ ​seconds​ ​and​ ​see​ ​if​ ​it​ ​can​ ​be 
fixed/optimized​ ​to​ ​respond​ ​faster. 
 

2. If​ ​it​ ​is​ ​not​ ​possible​ ​to​ ​fix/optimize​ ​the​ ​backend​ ​server​ ​or​ ​it​ ​is​ ​known​ ​that​ ​the 
backend​ ​server​ ​takes​ ​a​ ​longer​ ​time​ ​than​ ​the​ ​configured​ ​timeout,​ ​then​ ​​Increase​ ​the 
timeout​ ​value​ ​on​ ​Router​ ​and​ ​Message​ ​Processor​​ ​to​ ​a​ ​suitable​ ​value. 
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Scenario​ ​#2​ ​-​ ​Router​ ​times​ ​out​ ​before​ ​Message​ ​Processor/Backend​ ​Server​ ​responds 
 
You​ ​might​ ​get​ ​504​ ​Gateway​ ​Timeout​ ​Errors​ ​if​ ​the​ ​router​ ​times​ ​out​ ​before​ ​the​ ​Message 
Processor/backend​ ​server​ ​responds.​ ​This​ ​can​ ​happen​ ​under​ ​one​ ​of​ ​the​ ​following 
circumstances: 

● The​ ​timeout​ ​value​ ​set​ ​on​ ​the​ ​Router​ ​is​ ​shorter​ ​than​ ​the​ ​timeout​ ​value​ ​set​ ​on​ ​the 
Message​ ​Processor.​ ​For​ ​example,​ ​let’s​ ​say​ ​the​ ​timeout​ ​on​ ​Router​ ​is​ ​50​ ​seconds, 
while​ ​the​ ​Message​ ​Processor​ ​is​ ​55​ ​seconds.  
 

Timeout​ ​on​ ​Router Timeout​ ​on​ ​Message 
Processor 

50​ ​seconds 55​ ​seconds 

 
● The​ ​timeout​ ​value​ ​on​ ​the​ ​Message​ ​Processor​ ​is​ ​overridden​ ​with​ ​a​ ​higher​ ​timeout 

value​ ​using​ ​the​ ​​“io.timeout.millis”​​ ​property​ ​set​ ​within​ ​the​ ​target​ ​endpoint 
configuration​ ​of​ ​the​ ​API​ ​Proxy: 
 
For​ ​example,​ ​if​ ​the​ ​following​ ​timeout​ ​values​ ​are​ ​set:  
 

Timeout​ ​on​ ​Router Timeout​ ​on​ ​Message 
Processor 

Timeout​ ​within​ ​API 
Proxy 

57​ ​seconds 55​ ​seconds 120​ ​seconds 

 
But​ ​the​ ​io.timeout.millis​ ​is​ ​set​ ​to​ ​120​ ​seconds​ ​in​ ​the​ ​API​ ​Proxy: 
 

 
 

Then,​ ​the​ ​Message​ ​Processor​ ​will​ ​not​ ​timeout​ ​after​ ​55​ ​seconds​ ​even​ ​though​ ​it’s 
timeout​ ​value​ ​(55​ ​seconds)​ ​is​ ​less​ ​than​ ​the​ ​timeout​ ​value​ ​on​ ​the​ ​router​ ​(57 
seconds).  
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This​ ​is​ ​because​ ​the​ ​timeout​ ​value​ ​of​ ​55​ ​seconds​ ​on​ ​the​ ​Message​ ​Processor​ ​is 
overridden​ ​by​ ​the​ ​the​ ​value​ ​of​ ​120​ ​seconds​ ​that​ ​is​ ​set​ ​within​ ​the​ ​API​ ​Proxy.​ ​So​ ​the 
timeout​ ​value​ ​of​ ​the​ ​Message​ ​Processor​ ​for​ ​this​ ​specific​ ​API​ ​Proxy​ ​will​ ​be​ ​120 
seconds. 

 
Since​ ​the​ ​Router​ ​has​ ​a​ ​lower​ ​timeout​ ​value​ ​(57​ ​seconds)​ ​compared​ ​to​ ​120 
seconds​ ​set​ ​within​ ​the​ ​API​ ​Proxy,​ ​the​ ​router​ ​will​ ​timeout​ ​if​ ​the​ ​backend​ ​server​ ​does 
not​ ​respond​ ​back​ ​after​ ​57​ ​seconds. 

 
Steps​ ​to​ ​Diagnose 
 

1. Check​ ​the​ ​Nginx​ ​​ ​access​ ​log 
(​/opt/apigee/var/log/edge-router/nginx/<org>~<env>.<port#>_a
ccess_log ​) 
 

2. If​ ​the​ ​router​ ​times​ ​out​ ​before​ ​the​ ​Message​ ​Processor,​ ​then​ ​you​ ​will​ ​see​ ​the​ ​status 
of​ ​504​ ​on​ ​the​ ​Nginx​ ​access​ ​logs​ ​for​ ​the​ ​specific​ ​API​ ​request​ ​and​ ​the​ ​​message​ ​id 
from​ ​the​ ​Message​ ​Processor​ ​will​ ​be​ ​set​ ​as​ ​“-”.​ ​​ ​This​ ​is​ ​because​ ​the​ ​Router​ ​didn’t 
get​ ​any​ ​response​ ​from​ ​the​ ​Message​ ​Processor​ ​within​ ​the​ ​timeout​ ​period​ ​set​ ​on​ ​the 
router. 
 
Sample​ ​Nginx​ ​Log​ ​Entry​ ​showing​ ​504​ ​due​ ​to​ ​Router​ ​timing​ ​out 
  

 
 

3. In​ ​the​ ​above​ ​example,​ ​notice​ ​the​ ​status​ ​of​ ​504​ ​on​ ​Nginx,​ ​the​ ​message​ ​id​ ​from​ ​the 
Message​ ​Processor​ ​is​ ​“-”​ ​and​ ​total​ ​time​ ​elapsed​ ​is​ ​57.001​ ​seconds.​ ​This​ ​is 
because​ ​the​ ​router​ ​timed​ ​out​ ​after​ ​57.001​ ​seconds​ ​and​ ​we​ ​didn’t​ ​get​ ​any​ ​response 
from​ ​the​ ​Message​ ​Processor. 
 

4. In​ ​this​ ​case,​ ​you​ ​will​ ​see​ ​​“Broken​ ​Pipe”​​ ​Exceptions​ ​in​ ​the​ ​Message​ ​Processor 
logs 
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(​/opt/apigee/var/log/edge-message-processor/logs/system.log ​)
. 

 

 
 

This​ ​error​ ​is​ ​displayed​ ​because​ ​once​ ​the​ ​router​ ​times​ ​out,​ ​it​ ​closes​ ​the​ ​connection​ ​with​ ​the 
Message​ ​Processor.​ ​When​ ​the​ ​Message​ ​Processor​ ​completes​ ​its​ ​processing,​ ​it​ ​attempts 
to​ ​write​ ​the​ ​response​ ​to​ ​the​ ​router.​ ​Since​ ​the​ ​connection​ ​to​ ​the​ ​router​ ​is​ ​already​ ​closed, 
you​ ​get​ ​the​ ​​Broken​ ​Pipe​ ​exception​​ ​on​ ​the​ ​Message​ ​Processor. 

 
This​ ​exception​ ​is​ ​expected​ ​to​ ​be​ ​seen​ ​under​ ​the​ ​circumstances​ ​explained​ ​above.​ ​So​ ​the 
actual​ ​cause​ ​for​ ​the​ ​504​ ​Gateway​ ​Timeout​ ​error​ ​is​ ​still​ ​the​ ​backend​ ​server​ ​taking​ ​longer 
time​ ​to​ ​respond​ ​and​ ​you​ ​need​ ​to​ ​address​ ​that​ ​issue. 
 
 
Resolution 

1. If​ ​it’s​ ​a​ ​custom​ ​backend​ ​server,​ ​then 
a. Check​ ​why​ ​the​ ​backend​ ​server​ ​is​ ​taking​ ​a​ ​long​ ​time​ ​to​ ​respond​ ​and​ ​see​ ​if​ ​it 

can​ ​be​ ​fixed/optimized​ ​to​ ​respond​ ​faster. 
 

b. If​ ​it​ ​is​ ​not​ ​possible​ ​to​ ​fix/optimize​ ​the​ ​backend​ ​server​ ​or​ ​it​ ​is​ ​a​ ​known​ ​fact 
that​ ​the​ ​backend​ ​server​ ​takes​ ​a​ ​long​ ​time,​ ​then​ ​​Increase​ ​the​ ​timeout​ ​value 
on​ ​Router​ ​and​ ​Message​ ​Processor​. 
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2. If​ ​it’s​ ​a​ ​NodeJS​ ​backend​ ​server,​ ​then: 

a. Check​ ​if​ ​the​ ​NodeJS​ ​code​ ​makes​ ​calls​ ​to​ ​any​ ​other​ ​backend​ ​server(s)​ ​and 
if​ ​it’s​ ​taking​ ​a​ ​long​ ​time​ ​to​ ​return​ ​a​ ​response.​ ​Check​ ​why​ ​those​ ​backend 
server(s)​ ​is​ ​taking​ ​longer​ ​time. 

b. Check​ ​if​ ​the​ ​Message​ ​Processor(s)​ ​is​ ​experiencing​ ​high​ ​CPU​ ​or​ ​Memory 
usage: 

i. If​ ​any​ ​Message​ ​Processor​ ​is​ ​experiencing​ ​high​ ​CPU​ ​usage,​ ​then 
generate​ ​three​ ​​thread​ ​dumps​​ ​every​ ​30​ ​seconds​ ​using​ ​the​ ​following 
command: 
 
<JAVA_HOME>/bin/jstack ​ ​-l ​ ​<pid> ​ ​> ​ ​<filename> 
 

ii. If​ ​any​ ​Message​ ​Processor​ ​is​ ​experiencing​ ​high​ ​memory​ ​usage​ ​then 
generate​ ​a​ ​​heap​ ​dump​​ ​using​ ​the​ ​following​ ​command:  
 
sudo ​ ​-u ​ ​apigee ​ ​<JAVA_HOME>/bin/jmap 
-dump:live,format=b,file=<filename> ​ ​<pid> 
 

iii. Restart​ ​the​ ​Message​ ​Processor​ ​will​ ​bring​ ​down​ ​the​ ​CPU​ ​and 
Memory: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge ​-message-processor ​ ​restart 
 

iv. Monitor​ ​the​ ​API​ ​calls​ ​to​ ​confirm​ ​if​ ​the​ ​problem​ ​still​ ​exists. 
 

v. Contact​ ​​Apigee​ ​Support​​ ​and​ ​provide​ ​the​ ​thread​ ​dumps,​ ​heap​ ​dump, 
and​ ​Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/
system.log ​) ​to​ ​help​ ​them​ ​investigate​ ​the​ ​cause​ ​for​ ​the​ ​high 
CPU/memory​ ​usage. 
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Scenario​ ​#3​ ​-​ ​Client​ ​Application​ ​times​ ​out​ ​before​ ​Router/Message 

Processor/Backend​ ​Server​ ​responds 

You​ ​might​ ​get​ ​504​ ​Gateway​ ​Timeout​ ​Errors​ ​if​ ​the​ ​client​ ​application​ ​times​ ​out​ ​before​ ​the 
backend​ ​server​ ​responds.​ ​This​ ​situation​ ​can​ ​happen​ ​if: 
 

1. The​ ​timeout​ ​value​ ​set​ ​on​ ​the​ ​client​ ​application​ ​is​ ​lower​ ​than​ ​the​ ​timeout​ ​value​ ​set 
on​ ​the​ ​router​ ​and​ ​Message​ ​Processor: 
 
For​ ​example,​ ​if​ ​the​ ​following​ ​timeout​ ​values​ ​are​ ​set:. 

 

Timeout​ ​on​ ​Client Timeout​ ​on​ ​Router Timeout​ ​on​ ​Message 
Processor 

50​ ​seconds 57​ ​seconds 55​ ​seconds 

 
If​ ​the​ ​backend​ ​server​ ​does​ ​not​ ​respond​ ​back​ ​to​ ​the​ ​Message​ ​Processor​ ​within​ ​50 
seconds,​ ​then​ ​the​ ​client​ ​will​ ​timeout​ ​and​ ​close​ ​the​ ​connection​ ​with​ ​the​ ​router.​ ​The 
client​ ​will​ ​get​ ​the​ ​response​ ​code​ ​of​ ​504. 
 
This​ ​will​ ​cause​ ​the​ ​Nginx​ ​to​ ​set​ ​a​ ​status​ ​code​ ​of​ ​499​ ​indicating​ ​the​ ​client​ ​closed​ ​the 
connection.  
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Steps​ ​to​ ​Diagnose 
 

1. If​ ​the​ ​client​ ​application​ ​times​ ​out​ ​before​ ​the​ ​backend​ ​server​ ​responds,​ ​then​ ​it​ ​will 
close​ ​the​ ​connection​ ​with​ ​the​ ​router.​ ​In​ ​this​ ​situation,​ ​you​ ​will​ ​see​ ​a​ ​status​ ​code​ ​of 
499​ ​in​ ​the​ ​Nginx​ ​access​ ​logs​ ​for​ ​the​ ​specific​ ​API​ ​request. 
 
Sample​ ​Nginx​ ​Log​ ​Entry​ ​showing​ ​status​ ​code​ ​499 
 

 
 

3. In​ ​the​ ​above​ ​example,​ ​note​ ​that​ ​the​ ​status​ ​of​ ​499​ ​on​ ​the​ ​Nginx​ ​and​ ​total​ ​time 
elapsed​ ​is​ ​50.001​ ​seconds.​ ​This​ ​indicates​ ​that​ ​the​ ​client​ ​​ ​timed​ ​out​ ​after​ ​50.001 
seconds. 
 

4. In​ ​this​ ​case,​ ​you​ ​will​ ​see​ ​​“Broken​ ​Pipe”​​ ​Exceptions​ ​in​ ​the​ ​Message​ ​Processor 
logs 
(​/opt/apigee/var/log/edge-message-processor/logs/system.log ​)
. 

 

 
 

5. After​ ​the​ ​Router​ ​times​ ​out,​ ​it​ ​closes​ ​the​ ​connection​ ​with​ ​the​ ​Message​ ​Processor. 
When​ ​the​ ​Message​ ​Processor​ ​completes​ ​its​ ​processing,​ ​it​ ​attempts​ ​to​ ​write​ ​the 
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response​ ​to​ ​the​ ​Router.​ ​Since​ ​the​ ​connection​ ​to​ ​the​ ​Router​ ​is​ ​already​ ​closed,​ ​you 
get​ ​the​ ​Broken​ ​Pipe​ ​exception​ ​on​ ​the​ ​Message​ ​Processor. 
 

6. This​ ​exception​ ​is​ ​expected​ ​under​ ​the​ ​circumstances​ ​explained​ ​above.​ ​So​ ​the 
actual​ ​cause​ ​for​ ​the​ ​504​ ​Gateway​ ​Timeout​ ​error​ ​is​ ​still​ ​that​ ​the​ ​backend​ ​server 
takes​ ​a​ ​long​ ​time​ ​to​ ​respond​ ​and​ ​you​ ​need​ ​to​ ​address​ ​that​ ​issue. 

 

Resolution 

1. If​ ​it’s​ ​your​ ​custom​ ​backend​ ​server​ ​then: 
a. Check​ ​the​ ​backend​ ​server​ ​to​ ​determine​ ​why​ ​it​ ​is​ ​taking​ ​more​ ​than​ ​57 

seconds​ ​and​ ​see​ ​if​ ​it​ ​can​ ​be​ ​fixed/optimized​ ​to​ ​respond​ ​faster. 
 

b. If​ ​it​ ​is​ ​not​ ​possible​ ​to​ ​fix/optimize​ ​the​ ​backend​ ​server​ ​or​ ​if​ ​you​ ​know​ ​that​ ​the 
backend​ ​server​ ​will​ ​take​ ​a​ ​long​ ​time,​ ​then​ ​i​ncrease​ ​the​ ​timeout​ ​value​ ​on 
router​ ​and​ ​Message​ ​Processor​. 
 

 

 

2. If​ ​it’s​ ​a​ ​NodeJS​ ​backend,​ ​then: 
 

a. Check​ ​if​ ​the​ ​NodeJS​ ​code​ ​makes​ ​calls​ ​to​ ​any​ ​other​ ​backend​ ​server(s)​ ​and 
if​ ​that’s​ ​taking​ ​a​ ​long​ ​time​ ​to​ ​return.​ ​Check​ ​why​ ​those​ ​backend​ ​server(s)​ ​is 
taking​ ​longer​ ​time. 
 

b. Check​ ​if​ ​the​ ​Message​ ​Processor(s)​ ​is​ ​experiencing​ ​high​ ​CPU​ ​or​ ​memory 
usage: 
 

i. If​ ​a​ ​Message​ ​Processor​ ​is​ ​experiencing​ ​high​ ​CPU​ ​usage,​ ​then 
generate​ ​three​ ​​thread​ ​dumps​​ ​every​ ​30​ ​seconds​ ​using​ ​the​ ​following 
command: 
 
<JAVA_HOME>/bin/jstack ​ ​-l ​ ​<pid> ​ ​> ​ ​<filename> 
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ii. If​ ​a​ ​Message​ ​Processor​ ​is​ ​experiencing​ ​high​ ​memory​ ​usage,​ ​then 
generate​ ​a​ ​​heap​ ​dump​​ ​using​ ​the​ ​following​ ​command:  
 
sudo ​ ​-u ​ ​apigee ​ ​<JAVA_HOME>/bin/jmap 
-dump:live,format=b,file=<filename> ​ ​<pid> 
 

iii. Restarting​ ​the​ ​Message​ ​Processor​ ​will​ ​ensure​ ​that​ ​the​ ​CPU​ ​and 
Memory​ ​will​ ​drop​ ​down: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge ​-message-processor ​ ​restart 
 

iv. Monitor​ ​the​ ​API​ ​calls​ ​to​ ​confirm​ ​if​ ​the​ ​problem​ ​still​ ​exists. 
 

v. Contact​ ​​Apigee​ ​Support​​ ​and​ ​provide​ ​the​ ​thread​ ​dumps,​ ​heap​ ​dump, 
and​ ​Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/
system.log ​) ​to​ ​help​ ​them​ ​investigate​ ​the​ ​cause​ ​for​ ​the​ ​high 
CPU/memory​ ​usage. 

 
 

Increase​ ​the​ ​timeout​ ​value​ ​on​ ​Router​ ​and​ ​Message​ ​Processor 
 
Choose​ ​the​ ​timeout​ ​values​ ​to​ ​be​ ​set​ ​on​ ​the​ ​Router​ ​and​ ​Message​ ​Processor​ ​carefully 
depending​ ​on​ ​your​ ​requirements.​ ​​ ​Don’t​ ​set​ ​arbitrarily​ ​large​ ​timeout​ ​values.​ ​If​ ​you​ ​need 
assistance,​ ​contact​ ​​Apigee​ ​Support​. 
 
Router 
 

1. Create​ ​the​ ​​/opt/apigee/customer/application/router.properties 
file​ ​on​ ​the​ ​Router​ ​machine,​ ​if​ ​it​ ​does​ ​not​ ​already​ ​exist. 
 

2. Add​ ​the​ ​following​ ​line​ ​to​ ​this​ ​file: 
 
conf_load_balancing_load.balancing.driver.proxy.read.timeou

t=<time ​ ​in ​ ​seconds> 
 

For​ ​example,​ ​if​ ​you​ ​want​ ​to​ ​set​ ​the​ ​timeout​ ​value​ ​of​ ​120​ ​seconds,​ ​then​ ​set​ ​it​ ​as 
follows: 
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conf_load_balancing_load.balancing.driver.proxy.read.timeou

t=120 

 

3. Ensure​ ​this​ ​file​ ​is​ ​owned​ ​by​ ​apigee: 
 
chown ​ ​apigee:apigee 
/opt/apigee/customer/application/router.properties 
 

4. Restart​ ​the​ ​router: 
 
/opt/apigee/apigee-service/bin/apigee-service ​ ​edge ​-router 
restart 

 

5. If​ ​you​ ​have​ ​more​ ​than​ ​one​ ​router,​ ​repeat​ ​the​ ​above​ ​steps​ ​on​ ​all​ ​the​ ​routers. 
 
 
Message​ ​Processor 
 

1. Create 
/opt/apigee/customer/application/message-processor.properti

es ​​ ​file​ ​on​ ​the​ ​Message​ ​Processor​ ​machine,​ ​if​ ​it​ ​does​ ​not​ ​already​ ​exist. 
 

2. Add​ ​the​ ​following​ ​line​ ​to​ ​this​ ​file: 
 
conf_http_HTTPTransport.io.timeout.millis=<time ​ ​in 
milliseconds> 

 

For​ ​example,​ ​if​ ​you​ ​want​ ​to​ ​set​ ​the​ ​timeout​ ​value​ ​of​ ​120​ ​seconds,​ ​then​ ​set​ ​it​ ​as 
follows: 
 
conf_http_HTTPTransport.io.timeout.millis=120000 

 

3. Ensure​ ​this​ ​file​ ​is​ ​owned​ ​by​ ​apigee: 
 
chown ​ ​apigee:apigee 
/opt/apigee/customer/application/message-processor.properti

es 

 
4. Restart​ ​the​ ​Message​ ​Processor: 

 
/opt/apigee/apigee-service/bin/apigee-service 

edge ​-message-processor ​ ​restart 
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5. If​ ​you​ ​have​ ​more​ ​than​ ​one​ ​Message​ ​Processor,​ ​repeat​ ​the​ ​above​ ​steps​ ​on​ ​all​ ​the 
Message​ ​Processors. 

 

 

Slow​ ​API​ ​Request​ ​Processing​ ​by​ ​Edge 
 
If​ ​Edge​ ​is​ ​very​ ​slow​ ​and/or​ ​taking​ ​a​ ​long​ ​time​ ​to​ ​process​ ​the​ ​API​ ​request,​ ​then​ ​you​ ​will​ ​get 
a​ ​504​ ​Gateway​ ​Timeout​ ​error. 
 
Steps​ ​to​ ​Diagnose 
 

1. Trace​ ​the​ ​affected​ ​API​ ​in​ ​Edge​ ​UI. 
 

2. Either​ ​wait​ ​for​ ​the​ ​error​ ​to​ ​occur​ ​or​ ​if​ ​you​ ​have​ ​the​ ​API​ ​call,​ ​then​ ​make​ ​some​ ​API 
calls​ ​and​ ​reproduce​ ​the​ ​504​ ​Gateway​ ​Timeout​ ​Error. 
 

3. Note,​ ​in​ ​this​ ​case,​ ​you​ ​may​ ​see​ ​a​ ​successful​ ​response​ ​in​ ​the​ ​Trace.  
  

a. The​ ​Router/client​ ​times​ ​out​ ​as​ ​the​ ​Message​ ​Processor​ ​does​ ​not​ ​respond 
back​ ​within​ ​the​ ​specified​ ​timeout​ ​period​ ​on​ ​the​ ​Router/client​ ​(whichever​ ​has 
the​ ​lowest​ ​time​ ​out​ ​period).  
 
However,​ ​the​ ​Message​ ​Processor​ ​continues​ ​to​ ​process​ ​the​ ​request​ ​and 
may​ ​complete​ ​successfully.  
 

b. In​ ​addition,​ ​the​ ​​HTTPTransport.io.timeout.millis​​ ​value​ ​set​ ​on​ ​the 
Message​ ​Processor​ ​triggers​ ​only​ ​if​ ​the​ ​Message​ ​Processor​ ​communicates 
with​ ​a​ ​HTTP/HTTPS​ ​backend​ ​server.  
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In​ ​other​ ​words,​ ​this​ ​timeout​ ​will​ ​not​ ​get​ ​triggered​ ​when​ ​any​ ​policy​ ​(other 
than​ ​Service​ ​Callout​ ​policy)​ ​within​ ​API​ ​Proxy​ ​is​ ​taking​ ​a​ ​long​ ​time. 

4. After​ ​the​ ​error​ ​has​ ​occurred,​ ​examine​ ​the​ ​specific​ ​request​ ​that​ ​has​ ​the​ ​​longest 
elapsed​ ​time​. 
 

5. Check​ ​the​ ​elapsed​ ​time​ ​at​ ​each​ ​phase​ ​and​ ​make​ ​a​ ​note​ ​of​ ​the​ ​phase​ ​where​ ​the 
most​ ​time​ ​is​ ​spent. 
 

6. If​ ​you​ ​observe​ ​the​ ​longest​ ​elapsed​ ​time​ ​in​ ​any​ ​of​ ​the​ ​policies​ ​other​ ​than​ ​the​ ​Service 
Callout​ ​policy,​ ​then​ ​that​ ​indicates​ ​that​ ​Edge​ ​is​ ​taking​ ​a​ ​long​ ​time​ ​to​ ​process​ ​the 
request. 
 

7. Here’s​ ​a​ ​sample​ ​UI​ ​trace​ ​showing​ ​very​ ​high​ ​elapsed​ ​time​ ​on​ ​JavaScript​ ​Policy: 

 
 

8. In​ ​the​ ​above​ ​example,​ ​you​ ​notice​ ​that​ ​the​ ​JavaScript​ ​policy​ ​takes​ ​an​ ​abnormally 
long​ ​amount​ ​of​ ​time​ ​of​ ​~​ ​245​ ​seconds. 

 
 
Resolution 
 

1. Check​ ​if​ ​the​ ​policy​ ​that​ ​took​ ​a​ ​long​ ​time​ ​to​ ​respond​ ​has​ ​any​ ​custom​ ​code​ ​that​ ​might 
require​ ​a​ ​​ ​long​ ​time​ ​to​ ​process.​ ​If​ ​there​ ​is​ ​any​ ​such​ ​code,​ ​then​ ​see​ ​if​ ​you​ ​can 
fix/optimize​ ​the​ ​identified​ ​code. 
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2. If​ ​there​ ​is​ ​no​ ​custom​ ​code​ ​that​ ​might​ ​cause​ ​high​ ​processing​ ​time,​ ​then​ ​check​ ​if​ ​the 
Message​ ​Processor(s)​ ​is​ ​experiencing​ ​high​ ​CPU​ ​or​ ​memory​ ​usage: 
 

a. If​ ​any​ ​Message​ ​Processor​ ​is​ ​experiencing​ ​​ ​high​ ​CPU​ ​usage,​ ​then​ ​generate 
three​ ​​thread​ ​dumps​​ ​every​ ​30​ ​seconds​ ​using​ ​the​ ​following​ ​command: 

 
<JAVA_HOME>/bin/jstack ​ ​-l ​ ​<pid> ​ ​> ​ ​<filename> 

 

b. If​ ​any​ ​Message​ ​Processor​ ​is​ ​having​ ​high​ ​Memory​ ​usage,​ ​then​ ​generate​ ​a 
heap​ ​dump​​ ​using​ ​the​ ​following​ ​command:  

 
sudo ​ ​-u ​ ​apigee ​ ​<JAVA_HOME>/bin/jmap 
-dump:live,format=b,file=<filename> ​ ​<pid> 

 
c. Restarting​ ​the​ ​Message​ ​Processor​ ​will​ ​bring​ ​down​ ​the​ ​CPU​ ​and​ ​memory 

usage: 
 

/opt/apigee/apigee-service/bin/apigee-service 

edge ​-message-processor ​ ​restart 
 

d. Monitor​ ​the​ ​API​ ​calls​ ​and​ ​confirm​ ​if​ ​the​ ​problem​ ​still​ ​exists. 
 

e. Contact​ ​​Apigee​ ​Support​​ ​and​ ​provide​ ​the​ ​thread​ ​dumps,​ ​heap​ ​dump,​ ​and 
Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/system
.log ​) ​to​ ​help​ ​them​ ​investigate​ ​the​ ​cause​ ​for​ ​the​ ​high​ ​CPU/memory​ ​usage. 
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Troubleshooting​ ​Analytics​ ​Problems 
 
This​ ​section​ ​provides​ ​information​ ​and​ ​guidance​ ​on​ ​procedures​ ​for​ ​troubleshooting 
commonly​ ​observed​ ​analytics​ ​problems. 

Data​ ​not​ ​showing​ ​up​ ​on​ ​analytics​ ​dashboards​ ​in 
Edge 
 
Description 
 
The​ ​analytics​ ​dashboards​ ​(Proxy​ ​Performance,​ ​Target​ ​Performance,​ ​etc.)​ ​are​ ​not​ ​showing 
any​ ​data​ ​in​ ​the​ ​Edge​ ​UI.​ ​All​ ​the​ ​dashboards​ ​show​ ​the​ ​following​ ​message: 
 

“No​ ​traffic​ ​in​ ​the​ ​selected​ ​date​ ​range” 
 
 
Error​ ​Messages 
 
No​ ​Errors​ ​are​ ​observed. 
 
 
Causes 
 
The​ ​typical​ ​causes​ ​for​ ​this​ ​error​ ​are: 
 

Cause 

No​ ​API​ ​Traffic​ ​for​ ​Organization-Environment 

Data​ ​available​ ​in​ ​Postgres​ ​Database,​ ​but​ ​not​ ​shown​ ​up​ ​in​ ​UI 

Analytics​ ​Data​ ​not​ ​being​ ​pushed​ ​to​ ​Postgres​ ​Database 

Postgres​ ​Server​ ​running​ ​out​ ​of​ ​disk​ ​space 

Incorrect​ ​Analytics​ ​Deployment  

Stale​ ​Analytics​ ​Server​ ​UUIDs 
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The​ ​following​ ​sections​ ​describe​ ​how​ ​to​ ​diagnose​ ​and​ ​resolve​ ​each​ ​issue. 

No​ ​API​ ​Traffic​ ​for​ ​Organization-Environment 
 
Steps​ ​to​ ​Diagnose 
 

1. Check​ ​if​ ​there​ ​is​ ​traffic​ ​for​ ​the​ ​API​ ​Proxies​ ​on​ ​the​ ​specific​ ​organization-environment 
for​ ​the​ ​specific​ ​duration​ ​that​ ​you​ ​are​ ​trying​ ​to​ ​view​ ​the​ ​analytics​ ​data​ ​using​ ​one​ ​of 
the​ ​following​ ​methods: 
 

a. Enable​ ​the​ ​trace​ ​for​ ​any​ ​of​ ​your​ ​APIs​ ​that​ ​is​ ​currently​ ​being​ ​used​ ​by​ ​your 
users​ ​and​ ​check​ ​if​ ​you​ ​are​ ​able​ ​to​ ​get​ ​any​ ​requests​ ​in​ ​the​ ​trace.  
 
Note:​ ​​This​ ​technique​ ​will​ ​be​ ​useful​ ​only​ ​if​ ​you​ ​want​ ​to​ ​check​ ​if​ ​there​ ​is 
traffic​ ​at​ ​this​ ​point​ ​in​ ​time​ ​rather​ ​than​ ​in​ ​the​ ​past. 
 

b. View​ ​the​ ​Nginx​ ​access​ ​logs 
(​/opt/apigee/var/log/edge-router/nginx/logs/access.log ​) 
and​ ​see​ ​if​ ​there​ ​any​ ​new​ ​entries​ ​for​ ​API​ ​Proxies​ ​for​ ​the​ ​specific​ ​duration. 

 

c. If​ ​you​ ​log​ ​information​ ​from​ ​API​ ​Proxies​ ​to​ ​a​ ​log​ ​server​ ​such​ ​as​ ​Syslog, 
Splunk,​ ​Loggly,​ ​etc.,​ ​then​ ​you​ ​can​ ​check​ ​if​ ​there​ ​are​ ​any​ ​entries​ ​in​ ​these​ ​log 
servers​ ​for​ ​API​ ​Proxies​ ​for​ ​the​ ​specific​ ​duration. 

 
2. If​ ​there’s​ ​no​ ​traffic​ ​(no​ ​API​ ​requests)​ ​for​ ​the​ ​specific​ ​duration,​ ​then​ ​analytics​ ​data​ ​is 

not​ ​available.​ ​You​ ​will​ ​see​ ​“No​ ​traffic​ ​in​ ​the​ ​selected​ ​date​ ​range”​ ​in​ ​the​ ​analytics 
dashboard. 

 
Resolution 
 

1. Make​ ​some​ ​calls​ ​to​ ​one​ ​or​ ​more​ ​API​ ​proxies​ ​in​ ​the​ ​specific 
organization-environment. 
 

2. Wait​ ​for​ ​a​ ​few​ ​seconds,​ ​and​ ​then​ ​view​ ​the​ ​analytics​ ​dashboards​ ​in​ ​the​ ​Hour​ ​tab 
and​ ​see​ ​if​ ​the​ ​data​ ​appears. 
 

3. If​ ​the​ ​issue​ ​persists,​ ​then​ ​proceed​ ​to​ ​​Data​ ​available​ ​in​ ​Postgres​ ​Database,​ ​but​ ​not 
displaying​ ​in​ ​UI​. 
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Data​ ​available​ ​in​ ​Postgres​ ​database,​ ​but​ ​not​ ​displaying​ ​in​ ​the 
Edge​ ​UI 
 

Determine​ ​the​ ​availability​ ​of​ ​latest​ ​Analytics​ ​data​ ​in​ ​Postgres​ ​database 
 
Follow​ ​the​ ​below​ ​steps​ ​to​ ​check​ ​if​ ​the​ ​latest​ ​Analytics​ ​data​ ​is​ ​available​ ​in​ ​the​ ​Postgres 
Master​ ​node: 
 

1. Log​ ​in​ ​to​ ​each​ ​of​ ​the​ ​Postgres​ ​servers​ ​and​ ​run​ ​the​ ​following​ ​command​ ​to​ ​validate​ ​if 
you​ ​are​ ​on​ ​the​ ​Master​ ​Postgres​ ​node: 
 
/opt/apigee/apigee-service/bin/apigee-service 

apigee-postgresql ​ ​postgres-check-master 
 

2. On​ ​the​ ​Master​ ​Postgres​ ​node,​ ​log​ ​in​ ​to​ ​PostgresSQL: 
 
psql ​ ​-h ​ ​/opt/apigee/var/run/apigee-postgresql ​ ​-U ​ ​apigee 
apigee 

 

3. Check​ ​if​ ​the​ ​table​ ​exists​ ​for​ ​your​ ​org-env​ ​using​ ​the​ ​following​ ​SQL​ ​query​ ​in​ ​the 
Postgres​ ​database: 
 
\d ​ ​analytics."<orgname>.<envname>.fact" 
 
Note:​​ ​Replace​ ​​orgname​​ ​and​ ​​envname​​ ​with​ ​your​ ​organization​ ​and​ ​environment 
names. 

 
4. Check​ ​if​ ​the​ ​latest​ ​data​ ​is​ ​available​ ​in​ ​the​ ​Postgres​ ​database​ ​using​ ​the​ ​following 

SQL​ ​query: 
 
select ​ ​max(client_received_start_timestamp) ​ ​from 
analytics."<orgname>.<envname>.fact"; 

 
5. If​ ​the​ ​latest​ ​timestamp​ ​is​ ​very​ ​old​ ​(or​ ​null),​ ​then​ ​this​ ​indicates​ ​that​ ​data​ ​is​ ​not 

available​ ​in​ ​the​ ​Postgres​ ​database.​ ​The​ ​likely​ ​cause​ ​for​ ​this​ ​issue​ ​would​ ​be​ ​that​ ​the 
data​ ​is​ ​not​ ​pushed​ ​from​ ​the​ ​Qpid​ ​Server​ ​to​ ​the​ ​Postgres​ ​database.​ ​​ ​Proceed​ ​to 
Analytics​ ​Data​ ​not​ ​being​ ​pushed​ ​to​ ​Postgres​ ​Database​. 
 

6. If​ ​the​ ​latest​ ​data​ ​is​ ​available​ ​in​ ​the​ ​Postgres​ ​database​ ​on​ ​the​ ​Master​ ​node,​ ​then 
follow​ ​the​ ​below​ ​steps​ ​to​ ​diagnose​ ​why​ ​the​ ​data​ ​is​ ​not​ ​displaying​ ​in​ ​the​ ​Edge​ ​UI. 
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Steps​ ​to​ ​Diagnose 
 

1. Enable​ ​​Developer​ ​Tools​​ ​in​ ​the​ ​browser​ ​and​ ​get​ ​the​ ​API​ ​used​ ​from​ ​one​ ​of​ ​the 
analytics​ ​dashboards​ ​using​ ​the​ ​below​ ​steps: 

a. Select​ ​the​ ​Network​ ​tab​ ​from​ ​the​ ​Developer​ ​Tools. 
b. Start​ ​Recording. 
c. Reload​ ​the​ ​Analytics​ ​dashboard. 
d. On​ ​the​ ​left​ ​hand​ ​panel​ ​in​ ​the​ ​Developer​ ​Tools,​ ​select​ ​the​ ​row​ ​having 

“apiproxy?_optimized…”. 
e. On​ ​the​ ​right​ ​hand​ ​panel​ ​in​ ​the​ ​Developer​ ​Tools,​ ​select​ ​the​ ​“Headers”​ ​tab 

and​ ​note​ ​down​ ​the​ ​“Request​ ​URL”. 
 

2. Here’s​ ​a​ ​sample​ ​output​ ​from​ ​the​ ​Developer​ ​Tools: 
 
Sample​ ​output​ ​showing​ ​the​ ​API​ ​used​ ​in​ ​Proxy​ ​Performance​ ​dashboard​ ​from 
Network​ ​Tab​ ​of​ ​Developer​ ​Tools​ ​for​ ​Proxy​ ​Performance​ ​dashboard 

 
 

3. Run​ ​the​ ​management​ ​API​ ​call​ ​directly​ ​and​ ​check​ ​if​ ​you​ ​get​ ​the​ ​results.​ ​Here’s​ ​a 
sample​ ​API​ ​call​ ​for​ ​the​ ​Day​ ​tab​ ​in​ ​the​ ​Proxy​ ​Performance​ ​dashboard: 
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curl ​ ​-u ​ ​​user:pass 
"http://<management-server-IPaddress>:8080/v1/organizations

/< ​org-name​>/environments/< ​env-name​>/stats/apiproxy?limit=144
00&select=sum(message_count),sum(is_error),avg(total_respon

se_time),avg(target_response_time)&sort=DESC&sortby=sum(mes

sage_count),sum(is_error),avg(total_response_time),avg(targ

et_response_time)&timeRange=08%2F9%2F2017+18:00:00~08%2F10%

2F2017+18:00:00&timeUnit=hour&tsAscending=true 

 
4. If​ ​you​ ​see​ ​a​ ​successful​ ​response​ ​but​ ​without​ ​any​ ​data,​ ​then​ ​it​ ​indicates​ ​that​ ​the 

Management​ ​Server​ ​is​ ​unable​ ​to​ ​fetch​ ​the​ ​data​ ​from​ ​the​ ​Postgres​ ​server​ ​due​ ​to 
network​ ​connectivity​ ​issues. 

 
5. Check​ ​if​ ​you​ ​are​ ​able​ ​to​ ​connect​ ​to​ ​the​ ​Postgres​ ​server​ ​from​ ​the​ ​Management 

Server: 
 
telnet ​ ​<Postgres-Server-IPaddress> ​ ​5432 
 

6. If​ ​you​ ​are​ ​unable​ ​to​ ​connect​ ​to​ ​the​ ​Postgres​ ​server,​ ​check​ ​if​ ​there​ ​are​ ​any​ ​firewall 
restrictions​ ​on​ ​port​ ​5432. 
 

7. If​ ​there​ ​are​ ​firewall​ ​restrictions,​ ​then​ ​that​ ​could​ ​be​ ​the​ ​cause​ ​for​ ​the​ ​Management 
Server​ ​being​ ​unable​ ​to​ ​pull​ ​the​ ​data​ ​from​ ​the​ ​Postgres​ ​server. 

 
 
Resolution 
 

1. If​ ​there​ ​are​ ​firewall​ ​restrictions,​ ​then​ ​remove​ ​them​ ​so​ ​that​ ​the​ ​Management​ ​Server 
can​ ​communicate​ ​with​ ​the​ ​Postgres​ ​server. 
 

2. If​ ​there​ ​are​ ​no​ ​firewall​ ​restrictions,​ ​then​ ​this​ ​issue​ ​could​ ​be​ ​due​ ​to​ ​network​ ​glitch. 
 

3. If​ ​there​ ​was​ ​any​ ​network​ ​glitch​ ​on​ ​the​ ​Management​ ​Server,​ ​then​ ​restarting​ ​it​ ​might 
fix​ ​the​ ​issue.  
 

4. Restart​ ​all​ ​the​ ​Management​ ​Servers​ ​one​ ​by​ ​one​ ​using​ ​the​ ​below​ ​command: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge-management-server ​ ​restart 
 

5. Check​ ​if​ ​you​ ​are​ ​able​ ​to​ ​see​ ​the​ ​analytics​ ​data​ ​in​ ​the​ ​Edge​ ​UI. 
 

If​ ​you​ ​still​ ​don’t​ ​see​ ​the​ ​data,​ ​contact​ ​​Apigee​ ​Support​. 
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Analytics​ ​Data​ ​not​ ​being​ ​pushed​ ​to​ ​Postgres​ ​Database 
 
 
Steps​ ​to​ ​Diagnose 
 
If​ ​the​ ​data​ ​is​ ​not​ ​pushed​ ​from​ ​Qpid​ ​Server​ ​to​ ​Postgres​ ​Database​ ​as​ ​determined​ ​in 
Determine​ ​the​ ​availability​ ​of​ ​latest​ ​Analytics​ ​data​ ​in​ ​Postgres​ ​database​,​ ​then​ ​perform​ ​the 
following​ ​steps: 
 

1. Check​ ​if​ ​each​ ​of​ ​the​ ​Qpid​ ​Server​ ​is​ ​up​ ​and​ ​running​ ​by​ ​executing​ ​the​ ​below 
command: 
 
/opt/apigee/bin/apigee-service ​​ ​edge-qpid-server ​ ​status 
 

2. If​ ​any​ ​Qpid​ ​Server​ ​is​ ​down,​ ​then​ ​restart​ ​it.​ ​If​ ​not,​ ​jump​ ​to​ ​step​ ​#5. 
 
/opt/apigee/bin/apigee-service ​​ ​edge-qpid-server ​ ​restart 
 

3. Wait​ ​for​ ​some​ ​time​ ​and​ ​then​ ​re-check​ ​if​ ​the​ ​latest​ ​data​ ​is​ ​available​ ​in​ ​Postgres 
database. 

a. Log​ ​in​ ​to​ ​PostgresSQL: 
 
psql ​ ​-h ​ ​/opt/apigee/var/run/apigee-postgresql ​ ​-U 
apigee ​ ​apigee 
 

b. Run​ ​the​ ​below​ ​SQL​ ​query​ ​to​ ​check​ ​if​ ​the​ ​latest​ ​data​ ​is​ ​available: 
 
select ​ ​max(client_received_start_timestamp) ​ ​from 
analytics."<orgname>.<envname>.fact"; 

 

4. If​ ​the​ ​latest​ ​data​ ​is​ ​available,​ ​then​ ​skip​ ​the​ ​following​ ​steps​ ​and​ ​proceed​ ​to​ ​last​ ​step 
in​ ​Resolution​ ​section.​ ​​ ​If​ ​the​ ​latest​ ​data​ ​is​ ​not​ ​available,​ ​then​ ​proceed​ ​with​ ​the 
following​ ​steps. 
 

5. Check​ ​if​ ​the​ ​messages​ ​from​ ​Qpid​ ​server​ ​queues​ ​are​ ​being​ ​pushed​ ​to​ ​Postgres 
database. 

a. Execute​ ​the​ ​​qpid-stat​ ​-q​ ​command​ ​​and​ ​check​ ​the​ ​​msgIn​​ ​and​ ​​msgOut 
column​ ​values. 
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b. Here’s​ ​a​ ​sample​ ​output​ ​that​ ​shows​ ​the​ ​msgIn​ ​and​ ​msgOut​ ​are​ ​not​ ​equal. 
This​ ​indicates​ ​that​ ​messages​ ​are​ ​not​ ​being​ ​pushed​ ​from​ ​Qpid​ ​Server​ ​to 
Postgres​ ​Database.  

 
 

6. If​ ​there’s​ ​a​ ​mismatch​ ​in​ ​​msgIn​ ​ ​and​ ​​msgOut​ ​​columns,​ ​then​ ​check​ ​the​ ​Qpid​ ​Server 
logs​ ​​/opt/apigee/var/log/edge-qpid-server/system.log ​​ ​​and​ ​see​ ​if 
there​ ​are​ ​any​ ​errors. 
 

7. You​ ​may​ ​see​ ​error​ ​messages​ ​such​ ​as​ ​​“Probably​ ​PG​ ​is​ ​still​ ​down”​​ ​or​ ​​“FATAL: 
sorry,​ ​too​ ​many​ ​clients​ ​already”​​ ​as​ ​shown​ ​in​ ​the​ ​figure​ ​below: 

 
 
This​ ​could​ ​happen​ ​if​ ​the​ ​Postgres​ ​Server​ ​is​ ​running​ ​too​ ​many​ ​SQL​ ​queries​ ​or​ ​the​ ​CPU 
running​ ​high​ ​and​ ​hence​ ​unable​ ​to​ ​respond​ ​to​ ​Qpid​ ​Server. 
 
Resolution 
 

1. Restart​ ​the​ ​Postgres​ ​Server​ ​and​ ​PostgreSQL​ ​as​ ​shown​ ​below: 
 
/opt/apigee/bin/apigee-service ​ ​​edge-postgres-server ​​ ​restart 
/opt/apigee/bin/apigee-service ​ ​​apigee-postgresql ​​ ​restart 
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2. This​ ​restart​ ​ensures​ ​that​ ​all​ ​the​ ​previous​ ​SQL​ ​queries​ ​are​ ​stopped​ ​and​ ​should 
allow​ ​new​ ​connections​ ​to​ ​the​ ​Postgres​ ​database. 
 

3. Reload​ ​the​ ​Analytics​ ​dashboards​ ​and​ ​check​ ​if​ ​the​ ​Analytics​ ​data​ ​is​ ​being 
displayed. 
 

If​ ​the​ ​problem​ ​persists,​ ​contact​ ​​Apigee​ ​Support​. 
 

Incorrect​ ​Analytics​ ​Deployment 
 
Steps​ ​to​ ​Diagnose 
 

1. Get​ ​the​ ​analytics​ ​deployment​ ​status​ ​by​ ​using​ ​the​ ​following​ ​API​ ​call: 
 
curl ​ ​-u ​ ​<userEmail>:<password> 
http://<management-server-host>:<port>/v1/organizations/<or

gname>/environments/<envname>/provisioning/axstatus 

 
2. Check​ ​the​ ​status​ ​of​ ​the​ ​Qpid​ ​and​ ​Postgres​ ​servers​ ​from​ ​the​ ​results​ ​of​ ​the​ ​API​ ​call. 

 
a. If​ ​the​ ​status​ ​of​ ​Qpid​ ​and​ ​Postgres​ ​servers​ ​are​ ​shown​ ​as​ ​“SUCCESS”,​ ​then 

it​ ​indicates​ ​the​ ​analytics​ ​servers​ ​are​ ​wired​ ​properly.​ ​​ ​Proceed​ ​to​ ​​Scenario 
#2​ ​Stale​ ​Analytics​ ​Server​ ​UUIDs​. 

 
b. If​ ​the​ ​status​ ​of​ ​Qpid/Postgres​ ​servers​ ​is​ ​shown​ ​as​ ​“UNKNOWN”​ ​or 

“FAILURE”,​ ​then​ ​it​ ​indicates​ ​an​ ​issue​ ​with​ ​the​ ​corresponding​ ​server.  
 
For​ ​example,​ ​the​ ​following​ ​scenario​ ​shows​ ​the​ ​status​ ​of​ ​the​ ​Postgres 
servers​ ​as​ ​“UNKNOWN” 
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This​ ​may​ ​happen​ ​if​ ​there​ ​is​ ​a​ ​failure​ ​during​ ​the​ ​onboarding​ ​of​ ​analytics. 
This​ ​failure​ ​prevents​ ​the​ ​messages​ ​from​ ​Management​ ​Servers​ ​reaching​ ​the 
Postgres​ ​servers. 

 
 
 
Resolution 
 
This​ ​issue​ ​can​ ​be​ ​typically​ ​resolved​ ​by​ ​restarting​ ​the​ ​servers​ ​which​ ​showed​ ​the​ ​“FAILURE” 
or​ ​“UNKNOWN”. 

 
1. Restart​ ​each​ ​of​ ​the​ ​servers​ ​whose​ ​analytics​ ​wiring​ ​status​ ​indicated​ ​“FAILURE”​ ​or 

“UNKNOWN”​ ​using​ ​the​ ​following​ ​command: 
 
/opt/apigee/apigee-service/bin/apigee-service ​ ​<component> 
restart 

 
2. For​ ​example:  

a. If​ ​you​ ​see​ ​the​ ​issue​ ​on​ ​Qpid​ ​Servers,​ ​then​ ​restart​ ​the​ ​Qpid​ ​Servers: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge-qpid-server ​ ​restart 
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b. If​ ​you​ ​see​ ​the​ ​issue​ ​on​ ​Postgres​ ​Servers,​ ​then​ ​restart​ ​both​ ​the​ ​Master​ ​and 
Slave​ ​Postgres​ ​Server​ ​nodes: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge-postgres-server ​ ​restart 
 

3. In​ ​the​ ​example​ ​above,​ ​the​ ​“UNKNOWN”​ ​message​ ​is​ ​shown​ ​for​ ​the​ ​Postgres 
servers,​ ​so​ ​you​ ​need​ ​to​ ​restart​ ​both​ ​the​ ​Master​ ​and​ ​Slave​ ​Postgres​ ​servers:  
 
/opt/apigee/apigee-service/bin/apigee-service 

edge-postgres-server ​ ​restart 

 

Stale​ ​Analytics​ ​Server​ ​UUIDs 
 

1. Get​ ​the​ ​analytics​ ​configuration​ ​using​ ​the​ ​following​ ​API​ ​call: 
 
curl ​ ​-u ​ ​<userEmail>:<password> 
http://<management-server-host>:<port>/v1/analytics/groups/

ax 

 

Here’s​ ​a​ ​sample​ ​output​ ​from​ ​the​ ​above​ ​API: 
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2. Ensure​ ​the​ ​following​ ​information​ ​in​ ​the​ ​output​ ​is​ ​correct: 
a. org-env​ ​names​ ​listed​ ​in​ ​the​ ​“scopes”​ ​element. 
b. UUIDs​ ​of​ ​the​ ​Postgres​ ​servers​ ​and​ ​Qpid​ ​servers. 

● Get​ ​the​ ​Postgres​ ​Server​ ​UUIDs​ ​by​ ​running​ ​the​ ​following​ ​command 
on​ ​each​ ​of​ ​the​ ​Postgres​ ​server​ ​nodes: 

 
curl ​ ​0:8084/v1/servers/self/uuid 
 

● Get​ ​the​ ​Qpid​ ​Server​ ​UUIDs​ ​by​ ​running​ ​the​ ​following​ ​command​ ​on 
each​ ​of​ ​the​ ​Qpid​ ​server​ ​nodes: 

 
curl ​ ​0:8083/v1/servers/self/uuid 

 
3. If​ ​all​ ​the​ ​information​ ​is​ ​correct,​ ​then​ ​proceed​ ​to​ ​​Analytics​ ​Data​ ​not​ ​being​ ​pushed​ ​to 

Postgres​ ​Database​. 
 

4. If​ ​the​ ​UUIDs​ ​of​ ​Postgres​ ​and/or​ ​Qpid​ ​servers​ ​are​ ​incorrect,​ ​then​ ​it​ ​could​ ​be 
possible​ ​that​ ​the​ ​Management​ ​Servers​ ​are​ ​referring​ ​to​ ​stale​ ​UUIDs. 

 
Resolution 
 
To​ ​remove​ ​the​ ​stale​ ​UUIDs​ ​and​ ​add​ ​the​ ​correct​ ​UUIDs​ ​of​ ​the​ ​servers,​ ​contact​ ​​Apigee 
Support​. 
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Custom​ ​variable​ ​not​ ​visible​ ​in​ ​analytics​ ​custom 
reports 
 
 
Description 
 
The​ ​custom​ ​variable​ ​created​ ​using​ ​the​ ​​Statistics​ ​Collector​ ​policy​​ ​is​ ​not​ ​visible​ ​under 
Custom​ ​Dimensions​ ​in​ ​the​ ​Analytics​ ​Custom​ ​Reports​ ​in​ ​the​ ​Edge​ ​UI. 
 
 
Error​ ​Messages 
 
No​ ​Errors​ ​are​ ​observed. 
 
 
Causes 
 
The​ ​typical​ ​causes​ ​for​ ​this​ ​error​ ​are: 
 

Cause 

Custom​ ​Variable​ ​not​ ​adhering​ ​to​ ​the​ ​standard​ ​guidelines  

No​ ​traffic​ ​on​ ​API​ ​Proxy​ ​implementing​ ​the​ ​Statistics​ ​Collector​ ​policy 

Custom​ ​Variable​ ​not​ ​available​ ​on​ ​Postgres​ ​Server 

 
The​ ​following​ ​sections​ ​describe​ ​how​ ​to​ ​diagnose​ ​and​ ​resolve​ ​each​ ​issue. 
 

Custom​ ​Variable​ ​not​ ​adhering​ ​to​ ​the​ ​standard​ ​guidelines 
 
If​ ​the​ ​custom​ ​variable​ ​name​ ​used​ ​in​ ​the​ ​Statistics​ ​Collector​ ​policy​ ​does​ ​not​ ​adhere​ ​to​ ​the 
standard​ ​guidelines​ ​(see​ ​below),​ ​then​ ​it​ ​will​ ​not​ ​appear​ ​in​ ​the​ ​Custom​ ​Reports. 
 
The​ ​code​ ​snippet​ ​below​ ​shows​ ​that​ ​the​ ​variable​ ​name​ ​“TLS​ ​version”​ ​has​ ​a​ ​space,​ ​so​ ​it​ ​will 
not​ ​appear​ ​under​ ​the​ ​Custom​ ​Dimension​ ​in​ ​the​ ​Custom​ ​Report. 
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Guidelines​ ​for​ ​Custom​ ​Variables  
 
Custom​ ​variable​ ​names​ ​used​ ​in​ ​the​ ​Statistics​ ​Collector​ ​policy​ ​within​ ​the​ ​API​ ​proxy​ ​should 
adhere​ ​to​ ​the​ ​following​ ​​guidelines​: 

● Names​ ​can​ ​include​ ​[a-z][0-9]​ ​and​ ​'_'. 
● Case​ ​is​ ​ignored. 
● Reserved​ ​keywords​ ​listed​ ​in​ ​the​ ​table​ ​at​ ​the​ ​following​ ​link​ ​are​ ​not​ ​permitted.​ ​For 

example,​ ​"user"​ ​is​ ​not​ ​permitted. 
https://www.postgresql.org/docs/8.1/static/sql-keywords-appendix.html 

 
 
Resolution 
 
Use​ ​the​ ​custom​ ​variable​ ​as​ ​per​ ​the​ ​above​ ​guidelines. 
 
For​ ​example,​ ​in​ ​the​ ​code​ ​sample​ ​shown​ ​above,​ ​the​ ​variable​ ​name​ ​should​ ​be​ ​changed​ ​to 
“TLS_version”​ ​or​ ​“tls_version”. 
 
If​ ​the​ ​problem​ ​persists,​ ​then​ ​proceed​ ​to​​ ​​No​ ​traffic​ ​on​ ​API​ ​Proxy​ ​implementing​ ​the​ ​Statistics 
Collector​ ​policy​. 
 
 

No​ ​traffic​ ​on​ ​API​ ​proxy​ ​implementing​ ​the​ ​Statistics​ ​Collector 
policy 
 
If​ ​there​ ​is​ ​no​ ​traffic​ ​on​ ​the​ ​API​ ​proxy​ ​that​ ​implements​ ​the​ ​Statistics​ ​Collector​ ​policy,​ ​then 
the​ ​custom​ ​variable​ ​will​ ​not​ ​appear​ ​in​ ​the​ ​Custom​ ​Reports. 
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Resolution 
 
Make​ ​some​ ​calls​ ​to​ ​the​ ​API​ ​proxy​ ​that​ ​implements​ ​the​ ​Statistics​ ​Collector​ ​policy. 
 
If​ ​the​ ​problem​ ​persists,​ ​then​ ​proceed​ ​to​​ ​​Custom​ ​Variable​ ​not​ ​pushed​ ​to​ ​Postgres​ ​Server​. 
 

Custom​ ​Variable​ ​not​ ​pushed​ ​to​ ​Postgres​ ​Server 
 
When​ ​a​ ​custom​ ​variable​ ​is​ ​created​ ​in​ ​the​ ​API​ ​proxy​ ​and​ ​API​ ​calls​ ​are​ ​made,​ ​the​ ​variable 
first​ ​gets​ ​stored​ ​in-memory​ ​on​ ​the​ ​Message​ ​Processor.​ ​The​ ​Message​ ​Processor​ ​then 
sends​ ​the​ ​information​ ​about​ ​the​ ​new​ ​variable​ ​to​ ​ZooKeeper,​ ​which​ ​in​ ​turn​ ​sends​ ​it​ ​to​ ​the 
Postgres​ ​server​ ​to​ ​add​ ​it​ ​as​ ​a​ ​column​ ​in​ ​the​ ​Postgres​ ​database.  
 
At​ ​times,​ ​the​ ​notification​ ​from​ ​ZooKeeper​ ​may​ ​not​ ​reach​ ​Postgres​ ​due​ ​to​ ​network​ ​issues. 
Because​ ​of​ ​this​ ​error,​ ​the​ ​custom​ ​variable​ ​might​ ​not​ ​appear​ ​in​ ​the​ ​Custom​ ​Report. 
 
To​ ​identify​ ​where​ ​the​ ​custom​ ​variable​ ​is​ ​missing,​ ​perform​ ​following​ ​steps: 
 

1. Generate​ ​the​ ​ZooKeeper​ ​tree​ ​using​ ​the​ ​following​ ​command: 
 
/opt/apigee/apigee-zookeeper/contrib/zk-tree.sh ​ ​> 
zktree-output.txt 

 

2. Search​ ​for​ ​the​ ​custom​ ​variable​ ​in​ ​the​ ​ZooKeeper​ ​tree​ ​output. 
 

3. If​ ​the​ ​custom​ ​variable​ ​exists​ ​in​ ​the​ ​ZooKeeper​ ​tree,​ ​then​ ​execute​ ​the​ ​following 
commands​ ​to​ ​check​ ​if​ ​the​ ​custom​ ​variable​ ​is​ ​added​ ​to​ ​the​ ​Postgres​ ​database 

a. On​ ​the​ ​Postgres​ ​node,​ ​log​ ​in​ ​to​ ​PostgresSQL: 
 
psql ​ ​-h ​ ​/opt/apigee/var/run/apigee-postgresql ​ ​-U 
apigee ​ ​apigee 
 

b. Run​ ​the​ ​following​ ​SQL​ ​query: 
 

select ​ ​column_name, ​ ​data_type, 
character_maximum_length ​ ​from 
INFORMATION_SCHEMA.COLUMNS ​ ​where ​ ​table_name ​ ​= 
analytics"<orgname>.<envname>.fact"; 

 
4. Very​ ​likely​ ​you​ ​will​ ​see​ ​that​ ​custom​ ​variable​ ​column​ ​will​ ​be​ ​missing​ ​in​ ​the​ ​fact​ ​table 

which​ ​is​ ​the​ ​reason​ ​for​ ​it​ ​not​ ​to​ ​appear​ ​in​ ​the​ ​Custom​ ​Dimensions. 
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Resolution 
 
Solution​ ​#1:​ ​Restart​ ​the​ ​Postgres​ ​Server 
 

1. Restart​ ​the​ ​Postgres​ ​Server​ ​to​ ​force​ ​it​ ​to​ ​read​ ​all​ ​information​ ​relevant​ ​to​ ​Analytics 
from​ ​Zookeeper.  

 
/opt/apigee/bin/apigee-service ​ ​edge-postgres-server ​ ​restart 
 

 
If​ ​the​ ​problem​ ​persists,​ ​apply​ ​Solution​ ​#2. 
 
 
Solution​ ​#2:​ ​Enable​ ​the​ ​property​ ​forceonboard  
 
Enable​ ​the​ ​​forceonboard​​ ​property​ ​using​ ​the​ ​below​ ​steps: 
 

1. Create 
/opt/apigee/customer/application/postgres-server.properties 
file​ ​on​ ​the​ ​Postgres​ ​server​ ​machine,​ ​if​ ​it​ ​does​ ​not​ ​already​ ​exist. 
 

2. Add​ ​the​ ​following​ ​line​ ​to​ ​this​ ​file: 
 
conf_pg-agent_forceonboard=true 

 

3. Ensure​ ​this​ ​file​ ​is​ ​owned​ ​by​ ​Apigee. 
 

4. Restart​ ​the​ ​Postgres​ ​server: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge ​-postgres-server ​ ​restart 
 

5. If​ ​you​ ​have​ ​more​ ​than​ ​one​ ​Postgres​ ​server,​ ​repeat​ ​the​ ​steps​ ​above​ ​on​ ​all​ ​the 
Postgres​ ​servers. 
 

6. Undeploy​ ​and​ ​deploy​ ​your​ ​API​ ​proxy​ ​that​ ​uses​ ​the​ ​Statistics​ ​Collector​ ​policy. 
 

7. Run​ ​the​ ​API​ ​calls. 
 

8. Check​ ​if​ ​the​ ​custom​ ​variable(s)​ ​appear​ ​in​ ​the​ ​custom​ ​dimensions​ ​in​ ​Custom 
Report. 
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If​ ​the​ ​problem​ ​persists,​ ​contact​ ​​Apigee​ ​Support​. 

Postgres​ ​Server​ ​running​ ​out​ ​of​ ​disk​ ​space 
 
Description 
 
The​ ​Postgres​ ​Server​ ​containing​ ​the​ ​Analytics​ ​data​ ​has​ ​run​ ​out​ ​of​ ​disk​ ​space. 
 
In​ ​the​ ​following​ ​example,​ ​you​ ​can​ ​see​ ​that​ ​the​ ​/u01​ ​has​ ​filled​ ​up​ ​90%​ ​(176GB/207GB)​ ​of 
the​ ​disk​ ​space. 
 

 
 
 
Error​ ​Messages 
 
You​ ​may​ ​not​ ​observe​ ​any​ ​error​ ​message​ ​unless​ ​the​ ​disk​ ​space​ ​is​ ​completely​ ​filled​ ​on​ ​the 
Postgres​ ​Server.  
 

 
Causes 
 
The​ ​typical​ ​causes​ ​for​ ​this​ ​issue​ ​are: 
 

Cause 

Inadequate​ ​disk​ ​space 

Lack​ ​of​ ​Analytics​ ​Data​ ​Pruning 

 
The​ ​following​ ​sections​ ​describe​ ​how​ ​to​ ​diagnose​ ​and​ ​resolve​ ​each​ ​issue. 

Inadequate​ ​disk​ ​space 
 
One​ ​of​ ​the​ ​typical​ ​causes​ ​for​ ​disk​ ​space​ ​errors​ ​on​ ​Postgres​ ​Servers​ ​is​ ​that​ ​you​ ​don’t​ ​have 
adequate​ ​disk​ ​space​ ​to​ ​store​ ​the​ ​large​ ​volumes​ ​of​ ​analytics​ ​data.​ ​​ ​The​ ​steps​ ​provided 
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below​ ​will​ ​help​ ​you​ ​to​ ​determine​ ​if​ ​you​ ​have​ ​enough​ ​disk​ ​space​ ​or​ ​not​ ​and​ ​take 
appropriate​ ​action​ ​to​ ​address​ ​the​ ​issue. 
 
Steps​ ​to​ ​Diagnose 
 

1. Determine​ ​the​ ​rate​ ​of​ ​incoming​ ​API​ ​traffic​ ​to​ ​Edge​ ​by​ ​referring​ ​to​ ​the​ ​Analytics 
Proxy​ ​Performance​ ​Dashboard. 
 
Sample​ ​Proxy​ ​Performance​ ​showing​ ​average​ ​TPS 

 
 

2. Consider​ ​the​ ​following​ ​scenario: 
a. ​ ​The​ ​incoming​ ​API​ ​traffic​ ​for​ ​your​ ​org​ ​is​ ​22​ ​TPS​ ​(transactions​ ​per​ ​second). 

i. This​ ​means​ ​that​ ​the​ ​API​ ​traffic​ ​is​ ​1900800​ ​transactions​ ​per​ ​day​ ​(22​ ​* 
60​ ​*​ ​60​ ​*​ ​24). 

ii. Note​ ​each​ ​transaction/message​ ​in​ ​Analytics​ ​is​ ​1.5K​ ​bytes​ ​in​ ​size. 
iii. Therefore,​ ​each​ ​day​ ​generates​ ​2.7GB​ ​of​ ​Analytics​ ​data​ ​(1900800​ ​* 

1.5​ ​K). 
 

b. You​ ​have​ ​a​ ​requirement​ ​to​ ​retain​ ​30​ ​days​ ​worth​ ​of​ ​Analytics​ ​data​ ​on​ ​your 
Postgres​ ​Servers​ ​for​ ​reference. 

i. The​ ​total​ ​data​ ​generated​ ​for​ ​30​ ​days​ ​=​ ​81GB​ ​(2.7GB​ ​*​ ​30) 
 

c. Therefore,​ ​to​ ​store​ ​30​ ​days​ ​worth​ ​of​ ​Analytics​ ​data​ ​at​ ​traffic​ ​rate​ ​of​ ​22​ ​TPS, 
you​ ​need​ ​to​ ​have​ ​150​ ​GB​ ​of​ ​disk​ ​space. 

i. 81GB​ ​(Analytics​ ​data)​ ​+​ ​50GB​ ​(other​ ​data​ ​such​ ​as​ ​logs,​ ​etc)​ ​​ ​+ 
20GB​ ​(additional​ ​buffer​ ​space)​ ​=​ ​150GB. 

 
3. If​ ​you​ ​have​ ​less​ ​disk​ ​space​ ​on​ ​the​ ​system​ ​i.e,​ ​less​ ​than​ ​150​ ​GB​ ​of​ ​space​ ​(as​ ​per 

the​ ​example​ ​scenario​ ​above),​ ​then​ ​you​ ​don’t​ ​have​ ​adequate​ ​disk​ ​space​ ​to​ ​store 
the​ ​Analytics​ ​data. 
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Resolution 
 
Add​ ​adequate​ ​disk​ ​space​ ​to​ ​the​ ​Postgres​ ​Server​ ​machine. 
 
 

Lack​ ​of​ ​Analytics​ ​Data​ ​Pruning 
 
With​ ​the​ ​increase​ ​in​ ​API​ ​traffic​ ​to​ ​Edge,​ ​the​ ​amount​ ​of​ ​analytics​ ​data​ ​getting​ ​stored​ ​in​ ​the 
Postgres​ ​database​ ​will​ ​also​ ​increase.​ ​​ ​The​ ​amount​ ​of​ ​analytics​ ​data​ ​that​ ​can​ ​be​ ​stored​ ​in 
Postgres​ ​database​ ​is​ ​limited​ ​by​ ​the​ ​amount​ ​of​ ​disk​ ​space​ ​available​ ​on​ ​the​ ​system. 
Therefore,​ ​you​ ​cannot​ ​continue​ ​to​ ​keep​ ​storing​ ​additional​ ​analytics​ ​data​ ​on​ ​the​ ​Postgres 
database​ ​without​ ​taking​ ​one​ ​of​ ​the​ ​following​ ​actions: 
 

1. Add​ ​more​ ​disk​ ​space. 
 
This​ ​is​ ​not​ ​a​ ​scalable​ ​option​ ​as​ ​we​ ​can’t​ ​keep​ ​adding​ ​more​ ​disk​ ​space​ ​as​ ​it​ ​it 
limited​ ​and​ ​expensive. 
 

2. Prune​ ​the​ ​data​ ​beyond​ ​the​ ​required​ ​retention​ ​interval. 
 
This​ ​is​ ​a​ ​preferred​ ​solution​ ​as​ ​you​ ​can​ ​ensure​ ​that​ ​the​ ​data​ ​that​ ​is​ ​no​ ​longer 
required​ ​is​ ​being​ ​removed​ ​at​ ​regular​ ​intervals​ ​of​ ​time. 

 
If​ ​you​ ​don’t​ ​prune​ ​the​ ​data​ ​at​ ​regular​ ​intervals​ ​manually​ ​or​ ​by​ ​using​ ​a​ ​cron​ ​job,​ ​then​ ​the 
amount​ ​of​ ​analytics​ ​data​ ​continually​ ​increases​ ​and​ ​can​ ​eventually​ ​lead​ ​to​ ​your​ ​running​ ​out 
of​ ​disk​ ​space​ ​on​ ​the​ ​system. 
 
 
Resolution 
 
Prune​ ​the​ ​data​ ​that​ ​is​ ​beyond​ ​your​ ​required​ ​retention​ ​interval: 
 

1. Determine​ ​the​ ​retention​ ​interval,​ ​that​ ​is​ ​the​ ​duration​ ​for​ ​which​ ​you​ ​want​ ​to​ ​retain 
the​ ​Analytics​ ​data​ ​in​ ​the​ ​Postgres​ ​Database. 
 
For​ ​example,​ ​you​ ​want​ ​to​ ​retain​ ​60​ ​days​ ​worth​ ​of​ ​Analytics​ ​data. 
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2. Run​ ​the​ ​following​ ​command​ ​to​ ​prune​ ​data​ ​for​ ​a​ ​specific​ ​organization​ ​and 
environment: 
 
/opt/apigee/apigee-service/bin/apigee-service 

apigee-postgresql ​ ​pg-data-purge ​ ​<Org> ​ ​<Env> 
<NoOfDaysToPurgeBackFromCurrentDate> 

 

3. See​ ​​Pruning​ ​Analytics​ ​data​​ ​for​ ​more​ ​information. 
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Analytics​ ​Reports​ ​timing​ ​out 
 
Description 
 
The​ ​Analytics​ ​dashboards​ ​(Proxy​ ​Performance,​ ​Target​ ​Performance,​ ​Custom​ ​Reports, 
etc.)​ ​in​ ​the​ ​Edge​ ​UI​ ​timeout. 
 
 
Error​ ​Messages 
 
You​ ​see​ ​the​ ​following​ ​error​ ​message​ ​when​ ​the​ ​Analytics​ ​dashboards​ ​timeout: 

 
 
 
Causes 
 
The​ ​typical​ ​causes​ ​of​ ​this​ ​issue​ ​are: 
 

Cause 

Inadequate​ ​Hardware​ ​Configuration  

Large​ ​amount​ ​of​ ​Analytics​ ​data​ ​in​ ​Postgres​ ​Database 

Insufficient​ ​time​ ​to​ ​fetch​ ​Analytics​ ​data 

 
 
The​ ​following​ ​sections​ ​describe​ ​how​ ​to​ ​diagnose​ ​and​ ​resolve​ ​each​ ​issue. 
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Inadequate​ ​Hardware​ ​Configuration 
 
If​ ​any​ ​of​ ​the​ ​Edge​ ​components​ ​are​ ​under​ ​capacity​ ​i.e.,​ ​if​ ​they​ ​have​ ​less​ ​CPU,​ ​RAM,​ ​or 
IOPS​ ​capacity​ ​than​ ​required,​ ​then​ ​the​ ​Postgres​ ​Servers/Qpid​ ​Servers​ ​may​ ​run​ ​slowly 
causing​ ​Analytics​ ​dashboards​ ​to​ ​timeout. 
 
 
Resolution 
 
Ensure​ ​that​ ​all​ ​the​ ​Edge​ ​components​ ​are​ ​adhering​ ​to​ ​the​ ​minimum​ ​hardware​ ​requirements 
as​ ​per​ ​the​ ​guidance​ ​provided​ ​in​ ​​Hardware​ ​Requirements​.  
 

Large​ ​amount​ ​of​ ​Analytics​ ​data​ ​in​ ​Postgres​ ​Database 
 
Steps​ ​to​ ​Diagnose 
 

1. On​ ​the​ ​Postgres​ ​node,​ ​login​ ​to​ ​PostgresSQL: 
 
psql ​ ​-h ​ ​/opt/apigee/var/run/apigee-postgresql ​ ​-U ​ ​apigee 
apigee 
 

2. Check​ ​the​ ​duration​ ​for​ ​which​ ​the​ ​data​ ​is​ ​available​ ​in​ ​the​ ​Postgres​ ​Database​ ​using 
the​ ​following​ ​SQL​ ​query: 
 
select ​ ​​min(client_received_start_timestamp), 
max(client_received_start_timestamp) ​ ​from 
analytics."<orgname>.<envname>.fact"; 

 
3. Get​ ​the​ ​sizes​ ​of​ ​all​ ​the​ ​tables​ ​in​ ​the​ ​Postgres​ ​Database: 

 
SELECT ​ ​​ ​relname ​ ​as 
"Table",pg_size_pretty(pg_total_relation_size(relid)) ​ ​As 
"Size", 

pg_size_pretty(pg_total_relation_size(relid) ​ ​- 
pg_relation_size(relid)) ​ ​as ​ ​"External ​ ​Size" 
​ ​​ ​FROM ​ ​pg_catalog.pg_statio_user_tables ​ ​ORDER ​ ​BY 
pg_total_relation_size(relid) ​ ​DESC; 
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Based​ ​on​ ​the​ ​output​ ​obtained​ ​in​ ​step​ ​#2​ ​and​ ​#3,​ ​if​ ​you​ ​notice​ ​that​ ​either​ ​the​ ​duration​ ​for 
which​ ​the​ ​data​ ​has​ ​been​ ​stored​ ​is​ ​long​ ​(longer​ ​than​ ​your​ ​retention​ ​interval)​ ​and/or​ ​the 
table​ ​sizes​ ​are​ ​very​ ​large,​ ​then​ ​it​ ​indicates​ ​that​ ​you​ ​have​ ​large​ ​amounts​ ​of​ ​analytics​ ​data​ ​in 
the​ ​Postgres​ ​database.​ ​This​ ​could​ ​be​ ​causing​ ​the​ ​Analytics​ ​dashboards​ ​to​ ​time​ ​out. 
 
 
Resolution 
 
Prune​ ​the​ ​data​ ​that​ ​is​ ​beyond​ ​your​ ​required​ ​retention​ ​interval. 
 

1. Determine​ ​the​ ​retention​ ​interval,​ ​that​ ​is​ ​the​ ​duration​ ​for​ ​which​ ​you​ ​want​ ​to​ ​retain 
the​ ​Analytics​ ​data​ ​in​ ​the​ ​Postgres​ ​Database. 
 
For​ ​example,​ ​you​ ​want​ ​to​ ​retain​ ​60​ ​days​ ​worth​ ​of​ ​Analytics​ ​data. 
 

2. Run​ ​the​ ​following​ ​command​ ​to​ ​prune​ ​data​ ​for​ ​a​ ​specific​ ​organization​ ​and 
environment: 
 
/opt/apigee/apigee-service/bin/apigee-service 

apigee-postgresql ​ ​pg-data-purge ​ ​<Org> ​ ​<Env> 
<NoOfDaysToPurgeBackFromCurrentDate> 

 

3. See​ ​​Pruning​ ​Analytics​ ​data​​ ​for​ ​more​ ​information. 
 
If​ ​the​ ​problem​ ​persists,​ ​then​ ​proceed​ ​​ ​to​ ​​Insufficient​ ​time​ ​to​ ​fetch​ ​Analytics​ ​data​. 
 
 

Insufficient​ ​time​ ​to​ ​fetch​ ​Analytics​ ​data 
 
Steps​ ​to​ ​diagnose 
 

1. Check​ ​if​ ​you​ ​are​ ​able​ ​to​ ​view​ ​the​ ​data​ ​in​ ​the​ ​Hour/Day​ ​Tab​ ​of​ ​Analytics​ ​dashboard 
(Proxy​ ​Performance/Target​ ​Performance). 
 

2. If​ ​you​ ​are​ ​able​ ​to​ ​view​ ​the​ ​data​ ​in​ ​the​ ​Hour​ ​tab​ ​alone​ ​or​ ​Hour​ ​and​ ​Day​ ​tabs,​ ​but​ ​are 
getting​ ​report​ ​timeout​ ​errors​ ​only​ ​when​ ​attempting​ ​to​ ​view​ ​the​ ​Week​ ​or​ ​Custom 
tabs,​ ​then​ ​this​ ​indicates​ ​that​ ​the​ ​volume​ ​of​ ​data​ ​that​ ​needs​ ​to​ ​be​ ​fetched​ ​from​ ​the 
Postgres​ ​database​ ​is​ ​very​ ​large.​ ​​ ​This​ ​could​ ​be​ ​causing​ ​the​ ​Edge​ ​UI​ ​to​ ​time​ ​out. 
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Resolution 
 
The​ ​Edge​ ​UI​ ​has​ ​a​ ​default​ ​timeout​ ​of​ ​120​ ​seconds​ ​for​ ​fetching​ ​and​ ​displaying​ ​the​ ​Analytics 
data.​ ​​ ​If​ ​the​ ​volume​ ​of​ ​Analytics​ ​data​ ​to​ ​be​ ​fetched​ ​is​ ​very​ ​large,​ ​then​ ​120​ ​seconds​ ​may 
not​ ​be​ ​sufficient.​ ​Increase​ ​the​ ​Edge​ ​UI​ ​timeout​ ​value​ ​to​ ​300​ ​seconds​ ​by​ ​following​ ​the 
instructions​ ​​Set​ ​the​ ​timeout​ ​used​ ​by​ ​the​ ​Edge​ ​UI​ ​for​ ​Edge​ ​API​ ​management​ ​calls​. 
 
Reload​ ​any​ ​of​ ​the​ ​Analytics​ ​dashboard​ ​and​ ​check​ ​if​ ​you​ ​are​ ​able​ ​to​ ​view​ ​the​ ​data​ ​for​ ​all 
the​ ​tabs​ ​-​ ​Hour,​ ​Day,​ ​Week​ ​and​ ​Custom. 
 
​ ​If​ ​the​ ​problem​ ​persists,​ ​contact​ ​​Apigee​ ​Support​. 
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Troubleshooting​ ​Deployment​ ​Errors 

Deployment​ ​of​ ​API​ ​proxies​ ​might​ ​fail​ ​due​ ​to​ ​various​ ​reasons​ ​such​ ​as​ ​network​ ​connectivity 
issues​ ​between​ ​Edge​ ​servers,​ ​issues​ ​with​ ​the​ ​Cassandra​ ​datastore,​ ​ZooKeeper 
exceptions,​ ​and​ ​errors​ ​in​ ​the​ ​API​ ​proxy​ ​bundle.​ ​​ ​This​ ​section​ ​provides​ ​information​ ​and 
guidance​ ​on​ ​some​ ​specific​ ​procedures​ ​that​ ​can​ ​be​ ​followed​ ​for​ ​troubleshooting 
deployment​ ​errors. 
 
If​ ​a​ ​deployment​ ​failure​ ​is​ ​encountered​ ​that​ ​is​ ​not​ ​described​ ​in​ ​this​ ​doc,​ ​contact​ ​​Apigee 
Support​​ ​for​ ​assistance. 
 

Deployment​ ​Error:​ ​"Call​ ​timed​ ​out;​ ​either​ ​server​ ​is​ ​down 
or​ ​server​ ​is​ ​not​ ​reachable" 
 
Description 
 
Deployment​ ​of​ ​API​ ​proxy​ ​revisions​ ​via​ ​the​ ​UI​ ​or​ ​management​ ​API​ ​calls​ ​fails​ ​with​ ​timeout 
error. 
 
 
Error​ ​Messages 
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Causes 
 
The​ ​typical​ ​causes​ ​for​ ​this​ ​issue​ ​are: 

Cause Details 

Network​ ​Connectivity​ ​Issue Communication​ ​failure​ ​between​ ​Management​ ​Server​ ​and 
Message​ ​Processor​ ​due​ ​to​ ​network​ ​connectivity​ ​issues​ ​or 
firewall​ ​rules. 

Large​ ​API​ ​Proxy​ ​Bundle Message​ ​Processor​ ​may​ ​take​ ​a​ ​long​ ​time​ ​to​ ​activate​ ​if​ ​the​ ​API 
proxy​ ​bundle​ ​is​ ​large​ ​in​ ​size,​ ​leading​ ​to​ ​RPC​ ​timeouts. 

 

Network​ ​Connectivity​ ​Issue 
 
Steps​ ​to​ ​Diagnose 
 

1. Get​ ​the​ ​deployment​ ​status​ ​for​ ​the​ ​specific​ ​API​ ​that​ ​shows​ ​the​ ​error​ ​by​ ​using​ ​the 
following​ ​​ ​management​ ​API​ ​call: 
 
curl ​ ​-v 
http://<management-server-IPaddress>:<port#>/organizations/

<orgname>/environments/<envname>/apis/<apiname>/deployments 

-u ​ ​<username> 
 

Sample​ ​output​ ​showing​ ​the​ ​error: 
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The​ ​above​ ​sample​ ​output​ ​shows​ ​that​ ​the​ ​error​ ​occurred​ ​on​ ​the​ ​Message​ ​Processor 
having​ ​the​ ​UUID​ ​"​ebbc1078-cbde-4a00-a7db-66a3c1b2b748 ​". 

 
2. Based​ ​on​ ​the​ ​deployment​ ​status​ ​output​ ​for​ ​your​ ​API​ ​proxy,​ ​login​ ​to​ ​each​ ​of​ ​the 

Message​ ​Processors​ ​with​ ​the​ ​corresponding​ ​UUID​ ​that​ ​showed​ ​the​ ​error​ ​and 
perform​ ​the​ ​following​ ​steps: 

 
a. Check​ ​if​ ​the​ ​Message​ ​Processor​ ​is​ ​listening​ ​on​ ​the​ ​port​ ​4528:  

 
netstat ​ ​-an ​ ​| ​ ​grep ​ ​LISTEN ​ ​| ​ ​grep ​ ​4528 

 

If​ ​the​ ​Message​ ​Processor​ ​is​ ​not​ ​listening​ ​on​ ​port​ ​4528,​ ​then​ ​restart​ ​the 
Message​ ​Processor: 
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/opt/apigee/apigee-service/bin/apigee-service 

edge-message-processor ​ ​restart 
 

b. Re-check​ ​the​ ​deployment​ ​status​ ​of​ ​the​ ​API​ ​proxy​ ​by​ ​using​ ​the​ ​management 
API​ ​call​ ​shown​ ​in​ ​step​ ​#1​ ​above.​ ​If​ ​there​ ​no​ ​errors,​ ​then​ ​that​ ​indicates​ ​the 
issue​ ​is​ ​resolved. 

 
3. If​ ​the​ ​problem​ ​persists,​ ​test​ ​the​ ​connectivity​ ​from​ ​Management​ ​Server​ ​to​ ​the 

Message​ ​Processor​ ​on​ ​port​ ​4528​ ​using​ ​the​ ​following​ ​steps: 
 

a. If​ ​telnet​ ​is​ ​available,​ ​then​ ​use​ ​telnet: 
 
telnet ​ ​<MessageProcessor_IP> ​ ​4528 
 

b. If​ ​telnet​ ​is​ ​not​ ​available,​ ​use​ ​netcat​ ​to​ ​check​ ​the​ ​connectivity​ ​as​ ​follows: 
 
nc ​ ​-vz ​ ​< ​MessageProcessor_IP ​> ​ ​4528 

 

c. If​ ​you​ ​get​ ​the​ ​response​ ​​“Connection​ ​Refused”​ ​or​ ​“Connection​ ​timed​ ​out”​, 
then​ ​engage​ ​your​ ​network​ ​operations​ ​team.  

 
4. Test​ ​the​ ​connectivity​ ​from​ ​the​ ​Message​ ​Processor​ ​to​ ​the​ ​Management​ ​Server​ ​on 

port​ ​4526​ ​using​ ​the​ ​following​ ​steps: 
 

a. If​ ​telnet​ ​is​ ​available,​ ​then​ ​use​ ​telnet: 
 
telnet ​ ​<management-server-IP> ​ ​4526 
 

b. If​ ​telnet​ ​is​ ​not​ ​available,​ ​use​ ​netcat​ ​to​ ​check​ ​the​ ​connectivity​ ​as​ ​follows: 
 
nc ​ ​-vz ​ ​<management-server-IP> ​ ​4526 
 

c. If​ ​you​ ​get​ ​the​ ​response​ ​“Connection​ ​Refused”​ ​or​ ​“Connection​ ​timed​ ​out”, 
engage​ ​your​ ​network​ ​operations​ ​team. 

 
5. Work​ ​with​ ​your​ ​network​ ​operations​ ​team​ ​and​ ​do​ ​the​ ​following: 

 
a. Ensure​ ​RPC​ ​protocol​ ​is​ ​allowed​ ​on​ ​both​ ​the​ ​Management​ ​Server​ ​and 

Message​ ​Processor. 
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b. Remove​ ​any​ ​firewall​ ​restrictions​ ​or​ ​security​ ​rules​ ​setup​ ​between​ ​the 

Management​ ​Servers​ ​and​ ​Message​ ​Processors​ ​to​ ​allow​ ​connectivity​ ​to​ ​port 
4526​ ​on​ ​the​ ​management​ ​server,​ ​and​ ​connectivity​ ​from​ ​Management 
Server​ ​to​ ​Message​ ​Processors​ ​on​ ​port​ ​4528. 

 
6. Re-check​ ​the​ ​deployment​ ​status​ ​(refer​ ​to​ ​step​ ​#1​ ​above).​ ​If​ ​you​ ​don’t​ ​see​ ​any 

errors,​ ​then​ ​it​ ​indicates​ ​the​ ​error​ ​is​ ​resolved. 
 

7. If​ ​the​ ​issue​ ​persists,​ ​check​ ​if​ ​there​ ​is​ ​network​ ​issue​ ​on​ ​the​ ​Message​ ​Processor.​ ​If 
there’s​ ​a​ ​network​ ​issue,​ ​restarting​ ​the​ ​specific​ ​Message​ ​Processor​ ​that​ ​shows​ ​the 
timeout​ ​error​ ​(as​ ​per​ ​the​ ​deployment​ ​status​ ​output)​ ​may​ ​fix​ ​the​ ​issue: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge-message-processor ​ ​restart 
 

8. If​ ​the​ ​problem​ ​still​ ​persists,​ ​then​ ​check​ ​the​ ​Management​ ​Server​ ​logs​ ​at: 
 
(​/opt/apigee/var/log/edge-management-server/logs/system.log ​). 
 
Sample​ ​Call​ ​timed​ ​out​ ​error​ ​from​ ​Management​ ​Server​ ​Log 

 
 

If​ ​you​ ​observe​ ​a​ ​similar​ ​error​ ​as​ ​shown​ ​in​ ​the​ ​above​ ​example,​ ​then​ ​increase​ ​the 
RPC​ ​timeout​ ​on​ ​the​ ​Management​ ​Server​ ​so​ ​that​ ​if​ ​there’s​ ​any​ ​network​ ​slowdown 
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then​ ​it​ ​should​ ​give​ ​time​ ​for​ ​Management​ ​Server​ ​to​ ​connect​ ​to​ ​the​ ​Message 
Processor. 

 
Resolution 
 

1. Perform​ ​the​ ​following​ ​steps​ ​to​ ​increase​ ​the​ ​RPC​ ​timeout: 
a. Create​ ​the​ ​file 

/opt/apigee/customer/application/management-server.pro

perties ​​ ​the​ ​Management​ ​Server​ ​machine,​ ​if​ ​it​ ​does​ ​not​ ​already​ ​exist. 
 

b. Add​ ​the​ ​following​ ​line​ ​into​ ​this​ ​file: 
 
conf_cluster_rpc.connect.timeout=<time ​ ​in ​ ​seconds> 
 

The​ ​default​ ​RPC​ ​timeout​ ​value​ ​is​ ​10​ ​and​ ​it​ ​is​ ​recommended​ ​to​ ​increase​ ​it​ ​to 
40​ ​seconds.​ ​Set​ ​it​ ​as​ ​follows: 
 
conf_cluster_rpc.connect.timeout=40 

 

c. Ensure​ ​this​ ​file​ ​is​ ​owned​ ​by​ ​apigee: 
 
chown ​ ​apigee:apigee 
/opt/apigee/customer/application/management-server.pro

perties 

 

d. Restart​ ​the​ ​Management​ ​Server: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge ​-management-server ​ ​restart 
 

e. If​ ​you​ ​have​ ​more​ ​than​ ​one​ ​Management​ ​Server,​ ​repeat​ ​the​ ​above​ ​steps​ ​on 
all​ ​the​ ​Management​ ​Servers. 
 

f. Deploy​ ​the​ ​API​ ​proxy​ ​in​ ​the​ ​Edge​ ​UI​ ​or​ ​by​ ​using​ ​the​ ​Edge​ ​management​ ​API 
call.​ ​If​ ​the​ ​API​ ​proxy​ ​gets​ ​deployed​ ​without​ ​any​ ​issues,​ ​then​ ​that​ ​indicates 
the​ ​issue​ ​is​ ​resolved. 

 
2. If​ ​the​ ​problem​ ​persists,​ ​then​ ​collect​ ​​tcpdump​​ ​command​ ​from​ ​the​ ​Management 

Server​ ​and​ ​Message​ ​Processor.​ ​Enable​ ​the​ ​tcpdump​ ​command​ ​on​ ​each​ ​of​ ​the 
servers​ ​and​ ​then​ ​initiate​ ​the​ ​deployment​ ​of​ ​the​ ​API​ ​Proxy​ ​from​ ​the​ ​UI​ ​or​ ​using​ ​the 
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management​ ​API: 
 

a. Run​ ​the​ ​below​ ​tcpdump​ ​command​ ​from​ ​the​ ​Management​ ​Server: 
 
tcpdump ​ ​-i ​ ​any ​ ​-s ​ ​0 ​ ​host ​ ​<message-processor-IP 
address> ​ ​-w ​ ​<File ​ ​name> 
 

b. Run​ ​the​ ​below​ ​tcpdump​ ​command​ ​from​ ​the​ ​Message​ ​Processor: 
 
tcpdump ​ ​-i ​ ​any ​ ​-s ​ ​0 ​ ​host ​ ​<management-server-IP 
address> ​ ​-w ​ ​<File ​ ​name> 
 

3. Contact​ ​​Apigee​ ​Support​​ ​to​ ​get​ ​assistance​ ​on​ ​analyzing​ ​the​ ​tcpdumps​ ​and​ ​to 
troubleshoot​ ​the​ ​problem​ ​further. 
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Large​ ​API​ ​Proxy​ ​Bundle 
 
Steps​ ​to​ ​Diagnose 
 

1. Check​ ​the​ ​size​ ​of​ ​the​ ​API​ ​proxy​ ​bundle​ ​for​ ​which​ ​the​ ​deployment​ ​error​ ​is​ ​being 
observed. 
 

2. If​ ​the​ ​size​ ​is​ ​reasonably​ ​large​ ​(10MB​ ​or​ ​higher),​ ​then​ ​it’s​ ​very​ ​likely​ ​that​ ​Message 
Processor​ ​may​ ​need​ ​more​ ​time​ ​to​ ​activate​ ​the​ ​API​ ​proxy. 

 
3. If​ ​the​ ​API​ ​Proxy​ ​bundle​ ​size​ ​is​ ​greater​ ​than​ ​15​ ​MB,​ ​then​ ​proceed​ ​to​ ​​API​ ​Proxy 

Bundle​ ​larger​ ​than​ ​15MB​. 
 
 
Resolution 
 
Increase​ ​the​ ​RPC​ ​timeout​ ​on​ ​the​ ​Management​ ​Server​ ​so​ ​that​ ​Message​ ​Processor​ ​has 
enough​ ​time​ ​to​ ​activate​ ​large​ ​API​ ​proxy​ ​bundles.​ ​Perform​ ​the​ ​following​ ​steps​ ​to​ ​increase 
the​ ​RPC​ ​timeout​ ​value: 
 

1. Create​ ​the 
/opt/apigee/customer/application/management-server.properti

es ​​ ​file​ ​on​ ​the​ ​Management​ ​Server​ ​machine,​ ​if​ ​it​ ​does​ ​not​ ​already​ ​exist. 
 

2. Add​ ​the​ ​following​ ​line​ ​to​ ​this​ ​file: 
 
conf_cluster_rpc.connect.timeout=<time ​ ​in ​ ​seconds> 
 

The​ ​default​ ​RPC​ ​timeout​ ​value​ ​is​ ​10​ ​and​ ​it​ ​is​ ​recommended​ ​to​ ​increase​ ​it​ ​to​ ​40 
seconds.​ ​Set​ ​it​ ​as​ ​follows: 
 
conf_cluster_rpc.connect.timeout=40 
 

3. Ensure​ ​this​ ​file​ ​is​ ​owned​ ​by​ ​apigee: 
 
chown ​ ​apigee:apigee 
/opt/apigee/customer/application/management-server.properti

es 

 

4. Restart​ ​the​ ​Management​ ​Server: 
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/opt/apigee/apigee-service/bin/apigee-service 

edge ​-management-server ​ ​restart 
 

5. If​ ​you​ ​have​ ​more​ ​than​ ​one​ ​Management​ ​Server,​ ​repeat​ ​the​ ​above​ ​steps​ ​on​ ​all​ ​the 
Management​ ​Servers. 
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Deployment​ ​Error:​ ​“Error​ ​while​ ​fetching​ ​children​ ​for 
path” 
 
Description 
 
Deployment​ ​of​ ​API​ ​proxy​ ​revisions​ ​via​ ​the​ ​Edge​ ​UI​ ​or​ ​Edge​ ​management​ ​API​ ​call​ ​fails​ ​with 
ZooKeeper​ ​error​ ​“Error​ ​while​ ​fetching​ ​children​ ​for​ ​path”. 
 
 
Error​ ​Messages 
 

 
 
 
Causes 
 
The​ ​typical​ ​cause​ ​for​ ​this​ ​error​ ​is​ ​network​ ​connectivity​ ​issue​ ​between​ ​the​ ​Message 
Processor​ ​and​ ​ZooKeeper. 
 
 
Steps​ ​to​ ​Diagnose 
 

1. Get​ ​the​ ​deployment​ ​status​ ​output​ ​for​ ​the​ ​specific​ ​API​ ​that​ ​shows​ ​the​ ​error​ ​using​ ​the 
following​ ​management​ ​API​ ​call: 
 
curl ​ ​-v 
http://<management-server-IPaddress>:<port#>/organizations/

<orgname>/environments/<envname>/apis/<apiname>/deployments 

-u ​ ​<username> 
 

Sample​ ​deployment​ ​status​ ​output​ ​showing​ ​the​ ​error: 
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2. Check​ ​the​ ​Message​ ​Processor 
(​/opt/apigee/var/log/edge-message-processor/system.log ​).  
 
Sample​ ​error​ ​from​ ​Message​ ​Processor​ ​log 
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3. If​ ​you​ ​observe​ ​a​ ​similar​ ​error​ ​as​ ​shown​ ​in​ ​the​ ​above​ ​example,​ ​then​ ​perform​ ​the 
following​ ​steps: 

a. Test​ ​the​ ​connectivity​ ​from​ ​the​ ​Message​ ​Processor​ ​to​ ​ZooKeeper​ ​servers​ ​on 
port​ ​2181​ ​using​ ​the​ ​following​ ​steps: 
 

i. If​ ​telnet​ ​is​ ​available,​ ​then​ ​use​ ​telnet: 
 
telnet ​ ​<ZooKeeper-IP> ​ ​2181 

 

ii. If​ ​telnet​ ​is​ ​not​ ​available,​ ​use​ ​netcat​ ​to​ ​check​ ​the​ ​connectivity​ ​as 
follows: 
 
nc ​ ​-vz ​ ​<ZooKeeper-IP> ​ ​2181 

 

iii. If​ ​you​ ​get​ ​the​ ​response​ ​“Connection​ ​Refused”​ ​or​ ​“Connection​ ​timed 
out”,​ ​engage​ ​your​ ​network​ ​operations​ ​team.​ ​Go​ ​to​ ​​Resolution 
section​ ​below. 
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4. If​ ​you​ ​observe​ ​any​ ​other,​ ​then​ ​contact​ ​​Apigee​ ​Support​. 

 
 
Resolution 
 

1. Work​ ​with​ ​your​ ​network​ ​team​ ​to: 
a. Ensure​ ​connectivity​ ​is​ ​allowed​ ​between​ ​the​ ​Message​ ​Processor​ ​and​ ​all 

ZooKeeper​ ​nodes​ ​on​ ​port​ ​2181. 
b. Remove​ ​any​ ​firewall​ ​restrictions​ ​or​ ​security​ ​rules​ ​setup​ ​from​ ​Message 

Processors​ ​to​ ​allow​ ​connectivity​ ​to​ ​port​ ​2181​ ​on​ ​the​ ​ZooKeeper​ ​servers. 
 

2. If​ ​there​ ​is​ ​network​ ​issue​ ​on​ ​the​ ​Message​ ​Processor,​ ​then​ ​restarting​ ​the​ ​specific 
Message​ ​Processor​ ​that​ ​shows​ ​the​ ​error​ ​(as​ ​per​ ​the​ ​deployment​ ​status​ ​output) 
might​ ​fix​ ​the​ ​issue.​ ​Restart​ ​the​ ​specific​ ​Message​ ​Processor: 
 
/opt/apigee/apigee-service/bin/apigee-service 

edge-message-processor ​ ​restart 
 

If​ ​the​ ​problem​ ​persists,​ ​contact​ ​​Apigee​ ​Support​. 
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Deployment​ ​Error:​ ​"Error​ ​while​ ​accessing​ ​datastore" 
 
Description 
 
Deployment​ ​of​ ​API​ ​proxy​ ​revisions​ ​via​ ​the​ ​Edge​ ​UI​ ​or​ ​Edge​ ​management​ ​API​ ​call​ ​fail​ ​with 
the​ ​error​ ​​"Error ​ ​while ​ ​accessing ​ ​datastore" ​. 
 
 
Error​ ​Messages 
 

 

 

 

Causes 
 
The​ ​typical​ ​causes​ ​for​ ​this​ ​issue​ ​are: 
 

Cause Details 

Network​ ​Connectivity​ ​Issue 
between​ ​Message 
Processor​ ​and​ ​Cassandra 

Communication​ ​failure​ ​between​ ​the​ ​Message​ ​Processor​ ​and 
Cassandra​ ​due​ ​to​ ​network​ ​connectivity​ ​issues​ ​or​ ​firewall​ ​rules. 

Deployment​ ​errors​ ​due​ ​to 
Cassandra​ ​restarts 

Cassandra​ ​node(s)​ ​was​ ​unavailable​ ​because​ ​it​ ​was​ ​restarted 
as​ ​part​ ​of​ ​routine​ ​maintenance. 

Spike​ ​in​ ​read​ ​request 
latency​ ​on​ ​Cassandra 

If​ ​the​ ​Cassandra​ ​node(s)​ ​is​ ​performing​ ​a​ ​large​ ​number​ ​of 
concurrent​ ​reads,​ ​then​ ​it​ ​may​ ​respond​ ​slowly​ ​due​ ​to​ ​spike​ ​in 
read​ ​request​ ​latency. 

API​ ​Proxy​ ​Bundle​ ​larger 
than​ ​15MB 

Cassandra​ ​has​ ​been​ ​configured​ ​to​ ​not​ ​allow​ ​API​ ​proxy​ ​bundles 
larger​ ​than​ ​15MB​ ​in​ ​size. 
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Network​ ​Connectivity​ ​Issue​ ​between​ ​Message​ ​Processor​ ​and 
Cassandra 
 
Steps​ ​to​ ​Diagnose 
 

1. Undeploy​ ​and​ ​redeploy​ ​the​ ​API​ ​proxy.​ ​If​ ​there​ ​was​ ​a​ ​temporary​ ​connectivity​ ​issue 
between​ ​the​ ​Message​ ​Processor​ ​and​ ​Cassandra,​ ​then​ ​the​ ​error​ ​might​ ​go​ ​away. 
 
WARNING:​ ​​Don’t​ ​undeploy​ ​if​ ​the​ ​errors​ ​are​ ​seen​ ​in​ ​the​ ​Production​ ​environment. 

 
2. If​ ​the​ ​problem​ ​persists,​ ​then​ ​execute​ ​the​ ​below​ ​management​ ​AP​ ​call​ ​to​ ​check​ ​the 

deployment​ ​status​ ​and​ ​check​ ​if​ ​there​ ​are​ ​any​ ​errors​ ​on​ ​any​ ​components: 
 
curl ​ ​-u ​ ​sysadmin@email.com 
https://management:8080/v1/o/ ​<org>/apis/<api>/deployments 
 

Sample​ ​deployment​ ​status​ ​output​ ​showing​ ​Error​ ​while​ ​accessing​ ​datastore 
on​ ​one​ ​of​ ​the​ ​Message​ ​Processors 

 

 
3. Restart​ ​the​ ​Message​ ​Processor(s)​ ​that​ ​show​ ​the​ ​deployment​ ​error.​ ​If​ ​there​ ​was​ ​a 

temporary​ ​network​ ​issue,​ ​then​ ​the​ ​error​ ​should​ ​go​ ​away: 
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/opt/apigee/apigee-service/bin/apigee-service 

edge-message-processor ​ ​restart 
 

4. Repeat​ ​step​ ​#2​ ​to​ ​see​ ​if​ ​the​ ​deployment​ ​succeeds​ ​on​ ​the​ ​Message​ ​Processor​ ​that 
was​ ​restarted.​ ​If​ ​no​ ​errors​ ​found,​ ​then​ ​that​ ​indicates​ ​the​ ​issue​ ​is​ ​resolved. 
 

5. Check​ ​if​ ​the​ ​message​ ​processor​ ​is​ ​able​ ​to​ ​connect​ ​to​ ​each​ ​Cassandra​ ​node​ ​on 
port​ ​9042​ ​and​ ​9160: 
 

a. If​ ​telnet​ ​is​ ​available,​ ​then​ ​use​ ​telnet: 
 
telnet ​ ​<Cassandra_IP> ​ ​9042 
telnet ​ ​<Cassandra_IP> ​ ​9160 
 

b. If​ ​telnet​ ​is​ ​not​ ​available,​ ​use​ ​netcat​ ​to​ ​check​ ​the​ ​connectivity​ ​as​ ​follows: 
 
nc ​ ​-vz ​ ​< ​Cassandra_IP ​> ​ ​9042 
nc ​ ​-vz ​ ​<Cassandra_IP> ​ ​9160 

 

c. If​ ​you​ ​get​ ​the​ ​response​ ​​“Connection​ ​Refused”​ ​or​ ​“Connection​ ​timed​ ​out”​, 
then​ ​engage​ ​your​ ​network​ ​operations​ ​team.  

 
6. If​ ​the​ ​problem​ ​persists,​ ​then​ ​check​ ​if​ ​each​ ​of​ ​the​ ​Cassandra​ ​nodes​ ​are​ ​listening​ ​on 

the​ ​port​ ​9042​ ​and​ ​port​ ​9160: 
 
netstat ​ ​-an ​ ​| ​ ​grep ​ ​LISTEN ​ ​| ​ ​grep ​ ​9042 
netstat ​ ​-an ​ ​| ​ ​grep ​ ​LISTEN ​ ​| ​ ​grep ​ ​9160 
 

7. If​ ​the​ ​Cassandra​ ​nodes​ ​are​ ​not​ ​listening​ ​on​ ​port​ ​9042​ ​or​ ​9160,​ ​then​ ​restart​ ​the 
specific​ ​Cassandra​ ​node(s): 
 
/opt/apigee/apigee-service/bin/apigee-service 

apigee-cassandra ​ ​restart 

 
8. If​ ​the​ ​problem​ ​persists,​ ​then​ ​engage​ ​your​ ​network​ ​operations​ ​team. 
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Resolution 
 
Work​ ​with​ ​your​ ​network​ ​operations​ ​team​ ​and​ ​get​ ​the​ ​network​ ​connectivity​ ​issue​ ​fixed 
between​ ​Message​ ​Processor​ ​and​ ​Cassandra. 

 

Deployment​ ​errors​ ​due​ ​to​ ​Cassandra​ ​restarts 
 
Cassandra​ ​nodes​ ​are​ ​usually​ ​restarted​ ​periodically​ ​as​ ​part​ ​of​ ​routine​ ​maintenance.​ ​If​ ​API 
proxies​ ​are​ ​deployed​ ​during​ ​the​ ​Cassandra​ ​maintenance​ ​work,​ ​then​ ​the​ ​deployments​ ​fail 
due​ ​to​ ​inaccessibility​ ​to​ ​the​ ​Cassandra​ ​datastore. 
 
Steps​ ​to​ ​Diagnose 
 

1. Check​ ​if​ ​the​ ​Cassandra​ ​nodes​ ​were​ ​restarted​ ​during​ ​the​ ​time​ ​of​ ​the 
deployment.This​ ​can​ ​be​ ​done​ ​by​ ​checking​ ​the​ ​Cassandra​ ​log​ ​or​ ​most​ ​recent 
startup​ ​time​ ​logs​ ​of​ ​the​ ​Cassandra​ ​node: 
 
grep ​ ​​"​shutdown ​" 
/opt/apigee/var/log/apigee-cassandra/system.log 

 
 
Resolution 
 

1. Ensure​ ​Cassandra​ ​is​ ​up​ ​and​ ​running. 
 

2. Check​ ​if​ ​Message​ ​Processors​ ​are​ ​able​ ​to​ ​connect​ ​to​ ​Cassandra​ ​datastore​ ​on​ ​port 
9042​ ​and​ ​9160.  

 

Spike​ ​in​ ​read​ ​request​ ​latency​ ​on​ ​Cassandra 
 
A​ ​high​ ​number​ ​of​ ​reads​ ​on​ ​Cassandra​ ​is​ ​dependant​ ​on​ ​individual​ ​use​ ​cases​ ​and​ ​traffic 
patterns​ ​on​ ​the​ ​proxies​ ​that​ ​contain​ ​policies​ ​that​ ​require​ ​read​ ​access​ ​from​ ​Cassandra.  
 
For​ ​example,​ ​if​ ​a​ ​GET​ ​call​ ​to​ ​refresh_token​ ​grant​ ​type​ ​is​ ​called​ ​for​ ​OAuth​ ​policies,​ ​and​ ​the 
refresh​ ​token​ ​is​ ​associated​ ​with​ ​many​ ​access​ ​tokens,​ ​then​ ​this​ ​may​ ​result​ ​in​ ​high​ ​amounts 
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of​ ​reads​ ​from​ ​Cassandra.​ ​This​ ​can​ ​cause​ ​increase​ ​in​ ​the​ ​read​ ​request​ ​latency​ ​on 
Cassandra. 
 
Steps​ ​to​ ​Diagnose 
 

1. If​ ​you​ ​have​ ​installed​ ​the​ ​Beta​ ​Monitoring​ ​dashboard,​ ​look​ ​at​ ​the​ ​Cassandra 
dashboard,​ ​and​ ​review​ ​the​ ​“Read​ ​Requests”​ ​chart​ ​for​ ​the​ ​period​ ​of​ ​the​ ​problem. 
Also​ ​review​ ​the​ ​chart​ ​for​ ​“Read​ ​Request​ ​Latencies”. 

 
 

2. Alternate​ ​tool​ ​to​ ​check​ ​the​ ​read​ ​requests​ ​and​ ​read​ ​latencies​ ​is​ ​the​ ​​nodetool 
cfstats ​​ ​command.​ ​​ ​See​ ​​Cassandra​ ​documentation​​ ​to​ ​get​ ​more​ ​details​ ​to​ ​use 
this​ ​command. 
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Resolution 
 

1. Try​ ​the​ ​deployment​ ​again​ ​once​ ​Cassandra​ ​performance​ ​is​ ​back​ ​to​ ​normal.​ ​Make 
sure​ ​the​ ​entire​ ​Cassandra​ ​ring​ ​is​ ​normal.  
 

2. (Optional)​ ​Do​ ​a​ ​rolling​ ​restart​ ​on​ ​Message​ ​Processors​ ​to​ ​be​ ​sure​ ​connectivity​ ​is 
established. 
 

3. For​ ​a​ ​long​ ​term​ ​solution,​ ​review​ ​the​ ​API​ ​traffic​ ​patterns​ ​that​ ​would​ ​possibly 
contribute​ ​to​ ​higher​ ​reads​ ​in​ ​the​ ​Cassandra​ ​datastore.​ ​Contact​ ​​Apigee​ ​Support​​ ​for 
assistance​ ​in​ ​troubleshooting​ ​this​ ​issue. 
 

4. If​ ​the​ ​existing​ ​Cassandra​ ​node(s)​ ​are​ ​not​ ​adequate​ ​to​ ​handle​ ​the​ ​incoming​ ​traffic, 
then​ ​either​ ​increase​ ​the​ ​hardware​ ​capacity​ ​or​ ​the​ ​number​ ​of​ ​the​ ​Cassandra 
datastore​ ​nodes​ ​appropriately. 

 
 

API​ ​Proxy​ ​Bundle​ ​larger​ ​than​ ​15MB 
 
The​ ​size​ ​of​ ​API​ ​proxy​ ​bundles​ ​are​ ​restricted​ ​to​ ​15MB​ ​on​ ​Cassandra.​ ​If​ ​the​ ​size​ ​of​ ​the​ ​API 
proxy​ ​bundle​ ​is​ ​greater​ ​than​ ​15​ ​MB,​ ​then​ ​you​ ​will​ ​see​ ​“Error​ ​while​ ​accessing​ ​datastore" 
when​ ​you​ ​attempt​ ​to​ ​deploy​ ​the​ ​API​ ​proxy. 
 
Steps​ ​to​ ​Diagnose 
 

1. Check​ ​the​ ​Message​ ​Processor​ ​logs 
(​/opt/apigee/var/log/edge-message-processor/logs/system.log ​) 
and​ ​see​ ​if​ ​there​ ​are​ ​any​ ​errors​ ​occurred​ ​during​ ​deployment​ ​of​ ​the​ ​specific​ ​API 
Proxy. 
 

2. If​ ​you​ ​see​ ​an​ ​error​ ​similar​ ​to​ ​the​ ​one​ ​shown​ ​in​ ​the​ ​figure​ ​below,​ ​then​ ​the 
deployment​ ​error​ ​is​ ​because​ ​the​ ​API​ ​proxy​ ​bundle​ ​size​ ​is​ ​>​ ​15​ ​MB. 
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